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1. INTRODUCTION

This Certificate Policy (CP) defines three certificate policies for use by the United States
Department of Agriculture (USDA) / Nationd Finance Center (NFC). Thethree policies
represent three different assurance levels (Basic, Medium, and High) for public key digita
certificates. The word “assurance” used in this CP means how well a Relying Party can be
certain of the identity binding between the public key and the individua whose subject nameis
cited in the certificate. In addition, it dso reflects how well the Relying Party can be certain that
the individud whose subject name is cited in the certificate is controlling the use of the private
key that corresponds to the public key in the certificate, and how securely the system which was
used to produce the certificate and (if appropriate) deliver the private key to the subscriber,
performsits task.

The USDA/NFC Certification Authority (CA) serves as a CA for Federd Government Agencies
and their business related entities. Those agencies, and their business related entities, desiring to
have their employees conduct eectronic transactions in a trusted manner, can do so by entering
into a Memorandum of Agreement (MOA) with the USDA/NFC CA through its heedquarters
office (USDA/OCFO). Oncethe MOA isin place, participating agencies, known as Subscriber
Organizations, designate aLoca Regigtration Authority (LRA). The LRA’s perform the
necessary Vverification procedures for the Subscriber Organization' s employees, known as
Subscribers, who will actudly receive certificates.

Any use of or reference to this CP outside the purview of the USDA/NFC PKI Policy Authority
iscompletely at the using party’srisk. This USDA/NFC CA CP is conggtent with the Internet
Engineering Task Force (IETF) Public Key Infrastructure X.509 (IETF PK1X) RFC 2527,
Certificate Policy and Certification Practice Statement Framework.

The terms and provisions of this USDA/NFC CA CP shdl be interpreted under and governed by
applicable Federd law. The United States Government disclams any liability thet may arise
from the use of this USDA/NFC CA CP.

1.1 OVERVIEW

1.1.1 Certificate Policy (CP)

When a Certification Authority (CA) issues a certificate, it provides a statement to a certificate
user that a particular public key isbound to aparticular Entity. Different assurance leve
certificates may be issued and may be suitable for different applications and/or purposes.

Because of the importance of a Certificate Policy (CP) in establishing trust in apublic key
certificate, it is fundamentd that the CP be understood and consulted by any Relying Party.

USDA/NFC CA certificates contain aregistered certificate policy object identifier (OID), which
may be used by a Relying Party to decide whether a certificate is trusted for a particular purpose.
The party that registersthe OID (in this case, the USDA/Nationa Finance Center) aso publishes
it's CP for examination by Relying Parties.
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1.1.2 Relationship Between the USDA/NFC CA CP and the USDA/NFC CA CPS

The USDA/NFC CA CP dates what assurance can be placed in a certificate issued by the
USDA/NFC CA. The USDA/NFC CA CPS states how the USDA/NFC CA establishes that
assurance.

1.2 IDENTIFICATION

There are three levels of assurance in this Certificate Policy, which are defined in subsequent
sections. Each leve of assurance has an Object Identifier (OID) to be inserted into certificates
issued by the USDA/NFC CA. The OID’s are registered under the id-infosec arc asfollows:

csor-certpolicy OBJECT IDENTIFIER »={2168401101321}
USDA-NFC-policies OBJECT IDENTIFIER := { csor-certpolicy 8}

id- usda- nfc-pki- certpcy-basi cAssurance .= USDA/NFC-policies 1
id- usda- nfc- pki-certpecy- mediumAssurance ::= USDA/NFC-poalicies 2
Id- usda-nfic-pki-certpey-highAssurance ;= USDA/NFC-policies 3

1.3 COMMUNITY AND APPLICABILITY
The following are roles rlevant to the administration and operation of the USDA/NFC CA.

1.3.1 PKI Authorities

1.3.1.1 USDA/NFC Public Key Infrastructure Approval Authority
This CPis established under the authority of and with the approva of the USDA/NFC Director
and the concurrence of the associate ClO for Cyber Security.

1.3.1.2 USDA/NFC PKI Policy Authority
The USDA/NFC PKI Policy Authority is a committee established pursuant to the USDA/NFC
Director. The USDA/NFC PKI Policy Authority is responsible for:

? The United States Department of Agriculture (USDA) National Finance Center (NFC)
Cetificate Policy (CP);

? Approving the USDA/NFC CA Cetification Practice Statement (CPS);

? Accepting and revoking applications from Agencies desiring to use the USDA/NFC
CA,
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? Approving the policy mappings between certificates issued by the applicant Agency
and the levels of assurance set forth in the USDA/NFC CP (which will include
objective and subjective eva uation of the respective CP contents and any other facts
deemed relevant by the USDA/NFC PKI Policy Authority); and

?

The USDA/OCFO will enter into a Memorandum of Agreement (MOA) with an Agency setting
forth the respective responsibilities and obligations of both parties. The USDA/NFC Financid
Management Office adminigtersdl of its MOA’s. Thus, the term “MOA” as used in this CP shal
aways refer to the MOA cited in this paragraph.

1.3.1.3 USDA/NFC CA Operational Authority
The USDA/NFC CA OA isthe organization that operates the USDA/NFC CA, including
developing and maintaining the CPS, issuing USDA/NFC CA certificates when directed by the
USDA/NFC PKI Policy Authority, posting those certificates and Certification Revocation Lists
(CRLs) into the USDA/NFC CA repository, and ensuring the continued availability of the
repository to dl users.

After an Agency is authorized to use the USDA/NFC CA, ensuring continued conformance of
that Agency with applicable requirements as a condition for alowing continued use of the
USDA/NFC CA.

1.3.1.4 USDA/NFC CA Operational Authority Administrator

The Adminidgrator isthe individud within the USDA/NFC CA OA who has principa
respongbility for overseeing the proper operation of the USDA/NFC CA including the
USDA/NFC CA repository, and who oversees individuas in the positions of USDA/NFC CA
OA Officers.

1.3.1.5 USDA/NFC CA Operational Authority Officers

These officers are the individuals within the USDA/NFC CA OA who operate the USDA/NFC
CA and itsrepository. The roles include USDA/NFC CA OA Officer, Auditor, and Operator, all
described in this and later sections of this CP.

1.3.1.6 USDA/NFC CA Certification Authority (USDA/NFC CA)

The USDA/NFC CA isthe entity operated by the USDA/NFC CA OA that is authorized by the
USDA PKI Policy Authority to create, Sign, and issue public key certificates. As operated by the
USDA/NFC CA OA, the USDA/NFC CA isresponsible for al aspects of the issuance and
management of a certificate including:

?? Control over the regigtration process,

?? |dentification and authentication process,
?? Caertificate manufacturing process,

?? Publication of certificates,
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?? Revocation of certificates,
?? Re-key of USDA/NFC CA signing materid, and

?? Ensuring that al aspects of the USDA/NFC CA services and USDA/NFC CA operations and
infrastructure related to certificates issued under this CP are performed in accordance with
the requirements, representations, and warranties of this CP.

1.3.1.7 Registration Authority (RA and LRA)
The Regidration Authority (RA) and Loca Regidration Authority (LRA) are the entities that
collect and verify each Subscriber’ sidentity and information that are to be entered into his or her
public key certificate. The USDA/NFC CA OA acts asthe RA for the USDA/NFC CA, and
performsits function in accordance with a CPS approved by the USDA/NFC PKI Policy
Authority. The requirements for RA and LRA in USDA/NFC PKI are st forth in the sections
below.

1.3.1.8 Trusted Agents
Trusted Agents act as an LRA in foreign locations and remote agency Sites, if needed. The
Trusted Agent will have the same respongbilities as the LRA in verifying basic and medium
certificates. All Trusted Agents mugt sign an LRA agreement.

1.3.2 Related Authorities

The USDA/NFC CA'’s operating under this CP may require the services of other security,
community, and gpplication authorities, such as compliance auditors and attribute authorities.
The USDA/NFC CA CPS shdl identify the parties responsible for providing such services, and
the mechanisms used to support these services.

1.3.3 End Entities

1.3.3.1 Subscribers

A Subscriber is the entity whose name appears as the subject in a certificate, who assertsthat it
uses its key and certificate in accordance with the certificate policy asserted in the certificate, and
who does not itsdlf issue certificates. USDA/NFC CA Subscribers include appropriate USDA
personnel, contracting government agency (known as Subscriber Organization) personnel, non
government contracting personnd, and possibly certain network or hardware devices.

1.3.3.2 Relying Party

A Rdying Party is any entity that reies on the vaidity of the binding of the Subscriber's name to
apublic key. The Relying Party isresponsble for deciding whether or how to check the vaidity
of the certificate by checking the appropriate certificate satus informeation. The Relying Party
can use the certificate to verify the integrity of adigitally sgned message, to identify the creetor
of amessage, or to establish confidentid communications with the holder of the certificate. A
Relying Party may use information in the certificate (such as certificate policy identifiers) to
determine the suitability of the certificate for a particular use.
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1.3.4 Applicability

The sengtivity of the information processed or protected using certificates issued by USDA/NFC
CA will vary dgnificantly. A Rdying Party must evduate the environment and the associated
threats and vulnerabilities and determine the leve of risk they are willing to accept based on the
sengtivity or sgnificance of the information. This evauaion is done by each Relying Party for
each gpplication and is not controlled by this CP. To provide sufficient granularity, this CP
Specifies security requirements at three increasing, quditative levels of assurance: Basic,

Medium and High. It isassumed that the USDA/NFC CA will issue at least one High assurance
certificate, so the USDA/NFC CA will be operated at that level. The USDA/NFC CA is
intended to support goplications involving unclassfied information, which can indlude sengtive
unclassified data protected pursuant to Federa statutes and regulations.

The cettificate leves of assurance contained in this CP are sat forth below, aswdll as a brief and
non-binding description of the gpplicability for applications suited to each levd.

Assurance Level Applicability

Thisleve provides abasic level of assurance relevant to environments where
there are risks and consequences of data compromise, but they are not
consdered to be of mgor sgnificance. This may include accessto private
information where the likelihood of maicious accessisnot high. Itis
assumed a this security leve that users are not likely to be mdicious.

Basc

Medium Thisleve isreevant to environments where risks and consegquences of data
compromise are moderate. This may indude transactions having substantia
monetary vaue or risk of fraud, or involving access to private information
where the likelihood of madicious access is subgtantid.

High Thislevd is appropriate for use where the threats to data are high, or the
consequences of the falure of security services are high. This may include
very high value transactions or high levels of fraud risk.

1.3.4.1 Factors in Determining Usage

The Relying Party must first determine the level of assurance required for an application, and

then select the certificate appropriate for meeting the needs of that application. Thiswill be
determined by evauating various risk factors including the vaue of the information, the threat
environment, and the exigting protection of the information environment. These determinations
are made by the Relying Party and are not controlled by the USDA/NFC PKI Policy Authority or
the USDA/NFC CA OA. Nonetheless, this CP contains some helpful guidance, set forth below,
which Relying Parties may consder in making their decisons. Further, Relying Parties should
review more detailed guidance governing the use of dectronic signatures (which include the use
of digitd certificates) issued by the Office of Management and Budget (OMB) implementing the
Government Paperwork Elimination Act (Federd Register May 2000: Volume 65, Number 85,
Page 25508), as well as more detailed subordinate guidance issued by other agencies pursuant to
OMB direction (such as NIST Specid Publication 800- 25 covering the technical dements of
using digital Sgnatures).
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1.4 CONTACT DETAILS
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Department: I1SPCSY/ISSO
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Title Supervisory Program Andyst
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Td: 1-504-255-5324
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Emall: theresatrentacoste@usda.gov
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2. GENERAL PROVISIONS

2.1 OBLIGATIONS

The obligations described below pertain to the USDA/NFC CA (and, by implication, the
USDA/NFC CA OA), and to the Subscriber Organization, which interacts with the USDA/NFC
CA. The obligations gpplying to the Subscriber Organization pertain to thelr activitiesin

assiding in the issuance of USDA/NFC CA certificates. Thus, where the obligations include, for
example, areview (or audit) of the Subscriber Organization’s operation, the purpose of that
review pertains to compliance with this CP, it’s corresponding CPS, and any MOA in existence
between that agency and the USDA/NFC CA.

2.1.1 CA Obligations

When issuing certificates through a Subscriber Organization to its Subscribers, the USDA/NFC
CA shal comply with this CP, it's corresponding CPS, and any MOA in existence between that
agency and the USDA/NFC CA.

The USDA/NFC CA sl provide CA services 7-days per week, 24-hours per day, on a best
effort basis or provide advance natification of any required downtime, with alowances for
reasonable maintenance schedules, in accordance with the policies and processes described in the
CPS. It shdl issue certificates to Subscribers, in accordance with the certificate policies
referenced in section 1.2 of the CPS as well as other procedures and practices described in this
CPS. It shall revoke a certificate upon avalid request made to the business unit manager who
performs the LRA responsbility. Revocation isto be in accordance with the stipulations of the
relevant CP aswell as those in section 4.4 of the USDA/NFC PKI CA CPS. It shdll issueand
publish CRLs on aregular schedule as per section 4.4 of the CPS. It shdl notify End-Entities
that certificates have been issued or that digita signature verification certificates have been
revoked by providing access to certificate information and CRLs in the USDA/NFC CA
repository. It shal notify others (e.g. Relying Parties) of certificate issuance/revocation by
providing access to certificate information and CRLs in the USDA/NFC CA repository. It shdll
comply with al requirements set forth in Subscriber Organization MOAS.

2.1.2 RA or LRA Obligations

An RA or LRA who performs regigtration functions in support of a USDA/NFC CA described in
2.1.1 shdl aso comply with the requirements set forth in the MOA, and shdl dso bein
compliance with USDA/NFC CA CP requirements.

2.1.3 Subscriber Obligations

Subscribers who receive certificates from USDA/NFC CA shdl dso be required to comply with
the requirements st forth in their Subscriber Organization's MOA, dong with compliance with
this CP.
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2.1.4 Subscriber Organization Obligations

The USDA/NFC CA CP, dong with the Subscriber Organization MOA, specifies what steps are
needed to perform the trust path creation, vaidation, and policy mappingsin order for End
Entities to rely upon a certificate.

2.1.5 Repository Obligations

The USDA/NFC CA OA may use avariety of mechanisms for posting information into a
repostory asrequired by this CP. These mechanisms at aminimum shal include:

?? X.500 Directory Server System that is dso accessble through the Lightweight Directory
Access Protocal,

?? Avalability of the information as required by the certificate information posting and retrieva
dipulations of this CP, and

?? Access control mechanisms when needed to protect repository information as described in
later sections.

2.1.6 Certificate Issuance to Non-US Government Parties
The USDA/NFC CA may issue certificates to parties other than agencies, officers and employees
of the U.S. Government, such as contractors and parties affiliated with USDA/NFC CA agencies,
for the convenience of the U.S. Government when those parties have a bona fide need to possess
a certificate issued by the USDA/NFC CA, as established by the USDA/NFC PKI Policy
Authority. In each such case, an MOA or smilar instrument shall be executed, and shdl contain
whatever provisions are determined appropriate by the USDA/NFC PKI Policy Authority.

2.2 LIABILITY

The United States Government disclams any liability that may arise from use of any certificate
issued by the USDA/NFC CA, or the USDA/NFC PKI Policy Authority’s determination to
revoke a certificate issued by the USDA/NFC CA. In no event will the U.S. Government be
ligble for any losses, including direct or indirect, incidenta, consequentid, specid, or punitive
damages, arisng out of or relating to any certificate issued by the USDA/NFC CA.

2.3 FINANCIAL RESPONSIBILITY

This CP contains no limits on the use of any certificates, issued by the USDA/NFC CA. Instead,
Redying Parties shdl determine what financid limits, if any, they wish to impaose for certificates
used to consummate a transaction. Thus, one Relying Party may be willing to accept aBadc
assurance leve certificate for transactions of afinancid vaue for which another Relying Party
would require a High assurance leve cetificate. Thisis entirely at the discretion of the Relying
Party and is likely to depend upon severd factorsin addition to the certificate assurance level
(eg., likelihood of fraud, other procedura controls, Relying Party specific policy or Satutorily
imposed congtraints).

2.3.1 Indemnification by Relying Parties and Subscribers
No dipulation.
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2.3.2 Fiduciary Relationships

Issuance of certificates by the USDA/NFC CA and assistance in that issuance by a USDA/NFC
RA or LRA does not make the USDA/NFC CA, RA, or LRA an agent, fiduciary trustee, or other
representative of any authorized Subscribers or Relying Parties.

2.3.3 Administrative Processes
Administrative processes pertaining to this CP shall be determined by the USDA/NFC CA OA
pursuant to the agreement between it and the USDA/NFC PKI Policy Authority for the operation
of the USDA/NFC CA.

2.4 INTERPRETATION AND ENFORCEMENT

2.4.1 Agency Policy

The USDA/NFC CA shdl be subject to dl agency policies that apply to employee use and
misuse of computer systems.

2.4.2 Governing Law

All applicable Federa laws and regulations shall govern the enforcesbility, construction,
interpretation, and validity of this CP and CPS.

2.4.3 Severability of Provisions, Survival, Merger, and Notice
Should it be determined that one section of this CPisincorrect or invalid, the other sections of
this CP shdl remain in effect until the CP is updated. Severance or merger of entities may result
in changes of the scope, management, and/or operations of this PKI and may require updates to
this CP. The process for updating this CP is described in section 8.1.

2.4.4 Dispute Resolution Procedures

The USDA/NFC PKI1 OA shall resolve any disputes associated with the use of the USDA/NFC
CA or certificatesissued by the USDA/NFC CA. Any party not satisfied by the OA’ s resolution
may gpped to the USDA OGC for find arbitration.

2.5 FEES

The USDA/NFC CA is part of the USDA/NFC working capital fund. As such, the USDA/NFC
CA OA sndl charge afee, which shdl include appropriate overhead, to each Subscriber
Organizationin order to fund the operation of the USDA/NFC CA.

10
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2.6 PUBLICATION AND REPOSITORY

2.6.1 Publication of CA Information
The USDA/NFC CA PA shdl publish dl information concerning the USDA/NFC CA necessary
to support its use and operation. That information includes, but is not limited to, this CP, its

related forms and other documents necessary for a potentia user of the USDA/NFC CA services
to be able to make an informed decision about such services.

Other documents, such as the CPS, certificate and directory information, may be made available
under a non-disclosure agreement, at the discretion of the USDA/NFC PA.

2.6.2 Frequency of Publication

USDA/NFC CA certificates and certificate satus information shall be published as specified in
this CP.

2.6.3 Access Controls

The USDA/NFC CA OA shdl protect any repository information not intended for public
dissemination or modification. Certificates and CRL’s shdl be available to Subscribers and
Relying Parties from the USDA/NFC CA repository, which is read-only.

2.6.4 Repositories

The protocol used to access the USDA/NFC CA repository shall be the Lightweight Directory
Access Protocol (LDAP) Version 3.

2.7 COMPLIANCE AUDIT

The USDA/NFC CA shdl have a compliance audit mechanism in place. This mechanism shdl
ensure that the requirements of the CP and CPS and the provisions of any Subscriber
Organization's MOA are being implemented and enforced.

2.7.1 Frequency of Entity Compliance Audit
The USDA/NFC CA, RA’sand LRA’s shdl be subject to a periodic compliance audit no less
frequent than once per year for High and Medium Assurance, and no less than once every two
yearsfor Basic Assurance.

The USDA/NFC CA shdl have theright to require periodic and gperiodic compliance audits or
ingpections LRA operations to vaidate that their Subscriber Organization is operating in
accordance with the requirements of this CP, CPS and Agency MOA. Further, the USDA/NFC
PKI Policy Authority shal have the right to require gperiodic compliance audits of CA’s that
interoperate with the USDA/NFC CA under this CP. The USDA/NFC PKI Policy Authority
shd| state the reason for any gperiodic compliance audit.

11
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2.7.2 Identity/Qualifications of Compliance Auditor

The auditor shal demongtrate competence in the field of compliance audits, and be thoroughly
familiar with requirements which the USDA/NFC PKI Policy Authority imposes on the issuance
and management of USDA/NFC CA certificates. The compliance auditor shall perform such
compliance audits as a primary responsibility. The USDA/NFC CA OA shdl identify the
compliance auditor for the USDA/NFC CA, with the concurrence of the Designated Approving
Authority (DAA).

2.7.3 Compliance Auditor’s Relationship to Audited Party

The USDA/NFC CA'’ s compliance auditor either shal be a private firm that is independent from
the entity being audited, or it shal be sufficiently organizationaly separated from that entity to
provide an unbiased, independent evaluation. The USDA/NFC PKI Policy Authority shal
determine whether a compliance auditor meets this requirement.

2.7.4 Topics Covered by Compliance Audit

The purpose of acompliance audit shdl be to verify that dl entities subject to this CP comply
with the requirements of this CP, the CPS, the sgned MOA, and any and al signed forms, as
gpplicable.

2.7.5 Actions Taken as a Result of Deficiency

The USDA/NFC PKI Policy Authority determines whether the USDA/NFC CA is complying
with its obligations as set forth in this CP. As such, the USDA/NFC PKI Policy Authority may
suspend operation of the USDA/NFC CA if there is a compliance deficiency of a serious nature,
or it may direct that other corrective actions be taken which alow interoperation to continue.
The USDA/NFC PKI Policy Authority will develop procedures for this purpose.

When the compliance auditor finds a discrepancy between how the USDA/NFC CA isdesigned
or is being operated or maintained and the requirements of this CP, the following actions shdl be
performed:

?? The compliance auditor shal note the discrepancy;

?? The compliance auditor shal notify any reevant entities in accordance with established
MOAs or cross-certifying agreements in the event of a severe discrepancy;

?? The party responsible for correcting the discrepancy shdl determine what further
notifications or actions are necessary pursuant to the requirements of this CP and then
proceed to make such natifications and take such actions without delay.

Depending upon the nature and severity of the discrepancy, and how quickly it can be corrected,
the USDA/NFC PKI Policy Authority may decide to temporarily halt operation of the
USDA/NFC CA, to revoke a certificate issued by the USDA/NFC CA, or take other actionsiit
deems appropriate. The USDA/NFC PKI Policy Authority shall develop procedures for making
and implementing such determinations.

12
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2.7.6 Communication of Result

An Audit Compliance Report, including identification of corrective measures taken or being
taken by the auditee, shall be provided to the USDA/NFC PKI Policy Authority as set forthin
section 2.7.1. Additionally, where necessary, the results shal be communicated as set forth in
2.7.5 above.

2.8 CONFIDENTIALITY

USDA/NFC CA shall release information in accordance with 5 U.S.C. 552, Freedom of
Information Act, as amended. For specific information on accessing records, adminigrative
processes, fees and fee waivers, and exemptions, interested parties should refer directly to the
FOIA and itsregulations. USDA/NFC CA shdl include FOIA provisonsin any MOA it enters
into with a Subscriber Organization.

2.9 INTELLECTUAL PROPERTY RIGHTS

The U.S. Government retains exclusive rights to any products or information devel oped under or
pursuant to this CP.

13
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3. IDENTIFICATION AND AUTHENTICATION
3.1 INITIAL REGISTRATION

3.1.1 Types of Names

The USDA/NFC CA shdl be able to generate and sign certificates that contain an X.500
Distinguished Name (DN); the X.500 DN may also contain domain component elements.
Certificatesissued to the RA’s shdl use the DN form, and have an assurance level equd to, or
greater than, the highest level of assurance of the certificates the CA issues to subscribers or
other CA’s. Where DN’s are required, subscribers shall have them assigned through their
organizations, in accordance with USDA/NFC PKI standards as described in 3.1.1 of the CPS,
and furnished to al agencies having asigned MOA in place. Certificates may additiondly assert
an dternate name form subject to requirements set forth below intended to ensure name
uniqueness. The table below describes the naming requirements that gpply to each leve of
assurance.

Basic Non-Null Subject Name, and optiond Alternative Subject Name if
marked non-critical

Medium X.500 Digtinguished Name, and optiona Alternative Subject Nameif
marked non-critical

High X.500 Digtinguished Name, and optiona Alternative Subject Name if

marked non-critical

3.1.2 Need for Names to be Meaningful

The identity certificates issued pursuant to this CP are meaningful only if the names that appear
in the certificates can be understood and used by Relying Parties. Names used in the certificates
shdl identify the person or object to which they are assgned in a meaningful way.

When DN’ s are used, it is preferable that the common name represent the subscriber in away
that is easily undergandable for humans. For people, thiswill typicdly be alegd name. For
equipment, this may be amodd name and serid number, or an application process (e.g.,
Organization X Mail Lig or Organization Y Multifunction Interpreter). However, a the Basic
assurance levels, a DN for human subscribers may aso be a pseudonym (such asalarge
number) aslong as it respects name pace uniqueness requirements.

3.1.3 Rules for Interpreting Various Name Forms

Rulesfor interpreting name forms shdl be contained in the gpplicable certificate profile and are
established by the USDA/NFC PKI Policy Authority.

14
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3.1.4 Uniqueness of Names

Name uniqueness across the USDA/NFC PKI shall be enforced. The USDA/NFC CA’s and
RA’s shdl enforce name uniqueness within the X.500 name space for which they have been
authorized. When other name forms are used, they too shdl be dlocated such that name
uniqueness across the USDA/NFC PKI is ensured.

The USDA/NFC CA'’s shal document in the CPS:
?7? Wha name forms shall be used,

?? How the USDA/NFC CA’s and RA’swill interact with the USDA/NFC PKI Policy
Authority to ensure this is accomplished, and

?? How they will dlocate names within the Subscriber community to guarantee name
uniqueness among current and past Subscribers (e.g., if “Joe Smith” leavesaCA’s
community of Subscribers, and anew, different “Joe Smith” enters the community of
Subscribers, how will these two people be provided unique names?).

3.1.5 Name Claim Dispute Resolution Procedure

The USDA/NFC PKI Policy Authority shdl resolve any name collisons brought to its attention
that may affect interoperability usng the USDA/NFC CA.

3.1.6 Recognition, Authentication and Role of Trademarks
No dipulation.

3.1.7 Method to Prove Possession of Private Key
Where the party named in a certificate generates its own keys, that party shall be required to
prove possession of the private key which corresponds to the public key in the certificate request.
For sgnature keys, this may be done by the entity using its private key to sgn avaue and
providing that value to the USDA/NFC CA. The USDA/NFC CA then vdidates the signature
using the party’ s public key. The USDA/NFC PKI Policy Authority may alow other
mechanismsthat are at least as secure as those cited here.

In the case where akey is generated directly on the party’ s token, or in akey generator that
benignly transfers the key to the party’ s token, then the party is deemed to be in possession of the
private key at the time of generation or transfer. If the party is not in possession of the token
when the key is generated, then the token shal be delivered to the subject via an accountable
method (see Section 6.1.2).

For dl assurance levels, when keyed hardware tokens are delivered to certificate subjects, the
deivery gl be accomplished in away that ensures that the correct tokens and activation data
are provided to the correct subjects. The USDA/NFC CA shal maintain arecord of vaidation
for receipt of the token by the subject. When any mechanism that includes a shared secret (e.g.,
apassword or PIN) is used, the mechanism shdl ensure that the applicant and the USDA/NFC
CA’sarethe only recipients of this shared secret.

15



USDA/NFC July 19, 2002
Public Key Infrastructure Certificate Policy Version 1.1

3.1.8 Authentication of Organizational Identity

Requests for USDA/NFC CA certificates in the name of an organization shdl include the
organizationa name, address, and documentation of the existence of the entity. The USDA/NFC
CA OA RA and LRA dhdl verify the information, in addition to the authenticity of the

requesting representative and the representative s authorization to act in the name of the entity.
Authentication for issuance of cross-certificates to another CA will be processed through the
FBCA or directly with the USDA/NFC CA, in accordance with this CP and CPS.

3.1.9 Authentication of Individual Identity

For Subscribers, the USDA/NFC CA’s shall ensure that the gpplicant’ sidentity information is
verified and checked in accordance with the gpplicable CP and CPS. The USDA/NFC CA'’s,
RA’sand LRA’s shdl ensure that the gpplicant’ s identity information and public key are
properly bound. Additionaly, the USDA/NFC CA’s, RA’sand LRA’s shdl record the process
that was followed for issuance of each certificate.

Process information shal depend upon the certificate level of assurance and shdl be addressed in
the USDA/NFC PKI CA CPS. The process documentation and authentication requirements shall
include the following depending on the level of assurance (as set forth below):

?? Theidentity of the person performing the identification
?? A sgned declaration by that person that he or she verified the identity of the Subscriber

as required by the certificate policy which may be met by establishing how the applicant
isknown to the verifier;

?? A unigue identifying number from the ID of the verifier and, if in-person identity
proofing is done, from the ID of the applicant;

?7? Thedae and time of the verification; and

?? A declaration of identity sgned by the gpplicant usng a handwritten sgnature. If in-
person identity proofing is done, this shdl be performed in the presence of the person
performing the identity authentication.

The table bdow summarizes the identification requirements for each level of assurance.

Assurance Level I dentification Requirements

Basc Identity shall be established by in-person proofing before the
Regidration Authority, LRA, Trusted Agent or an entity certified by a
State or Federa Agency as being authorized to confirm identities,
information provided shdl be verified to ensure legitimacy. A trust
relationship between the applicant and the gpplicant’ s management
may suffice as meeting the in-person identity proofing requirement.
Credentids required are either one Federd Government-issued Picture
I.D., or one Non-Federd Government 1.D.s, (e.g., Drivers License).

Medium Identity shal be established by in-person proofing before the
Regidration Authority, LRA, Trusted Agent or an entity certified by a
State or Federad Agency as being authorized to confirm identities;
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information provided shall be verified to ensure legitimacy.
Credentials required are one Federal Government-issued Picture 1.D.
and one Non-Federd Government photo 1.D. (e.g., Drivers License)

High Identity established by in-person appearance before the Registration
Authority or LRA; information provided shall be checked to ensure
legitimacy. Credentials required are one Federd Government-issued
Picture 1.D. and one Non-Federd Government photo 1.D. (e.g.,
Drivers License)

The documentation and authentication process requirements are accomplished by the completion
of an NFC Certificate Action Reguest Form in accordance with the ingtructions. A Subscriber
Agreement, signed by the gpplicant using a handwritten signature in the presence of the person
performing the identity authentication, is submitted along with al required documentation
attached (e.g. copy of photo Ids, Certificate Action Request Form, etc.). All of the above stated
forms are available at http://mwww.usdanfc.gov/ .

For All Assurance Levels: If an Applicant is unable to perform face-to-face registration aone
(e.g., anetwork device), the gpplicant shdl be represented by atrusted person dready issued a
digitd certificate by the USDA/NFC CA. The trusted person will present information sufficient
for regigration a the leve of the certificate being requested, for both himsdf/hersdlf and the
gpplicant who the trusted person is representing.

3.1.10 Authentication of Component Identities

Some computing and communications components (routers, firewals, servers, etc.) will be
named as certificate subjects, in which case the component shall have a human sponsor, who is
respongible for providing the following informetion:

?? Equipment identification
?? Equipment public keys
?? Equipment authorizations and attributes (if they are to beincluded in the certificate)

?? Contact information to enable the CA or LRA to communicate with the sponsor when
required

The regigtration information shal be verified to an assurance levd commensurate with the
certificate assurance level being requested, with in person registration by the sponsor and the
identity of the sponsor confirmed in accordance with the requirements of Section 3.1.9.

3.2 CERTIFICATE RENEWAL, UPDATE, AND ROUTINE RE-KEY

3.2.1 Certificate Re-key

The longer and more often akey is used, the more susceptible it isto loss or discovery.
Therefore, it isimportant that a Subscriber periodicaly obtain new keys. Aslong as
Subscriber’ s Certificate has not been revoked prior to the end of the expiration of the current key
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pair, arequest may be made for the issuance of anew certificate with anew key pair. The CA
may initiate this process or the subscriber shal make such arequest by completing and Sgning a
Certificate Action Request Form. Once the form isreceived by the LRA, the LRA then performs
the update, upgrade, revocation or other certificate modification as necessary. Re-keying a
certificate means that a new certificate is created that has the same characteristics and level asthe
old one, except that the new certificate has a new, different public key (corresponding to a new,
different private key) and a different serid number, and it may be assgned a different vaidity
period. Authentication of the Subscriber’ s identity as defined in section 3.1.9 of the CPS shdl be
in accordance with the following table:

Assurance Routine Rekey Identity Requirements for Subscriber Signature and Encryption
Leve Certificates
Basc Identity may be established through use of current signature key, except that

identity shall be reestablished through initia regisiration process at least once
every 15 years from the time of initia registration

Medium Identity may be established through use of current signature key, except that
identity shal be established through initia regidtration process & least once
every nine years from the time of initia regidration

High Identity may be established through use of current signature key, except that
identity shal be established through initia registration process at least once
every three yearsfrom the time of initid regidration

3.2.2 Certificate Renewal
Renewing a certificate means creating a new certificate with the same name, key, and other
information as the old one, but a new, extended vdidity period and a new serid number.
Certificates may be renewed in order to reduce the szeof CRL’'s. A certificate may be renewed
if the public key has not reached the end of its validity period, the associated private key has not
been compromised, and the Subscriber name and attributes are unchanged. Thus, aCA may
choose to cregte a certificate good for one year, renew it twice (each for a one-year period), and
then re-key at the end of the third year. The USDA/NFC CA shdl not renew a certificate
without performing are-key.

3.2.3 Certificate Update

Updating a certificate means creating anew certificate that has the same or a different key and a
different serial number, and that it differsin one or more other fields from the old certificate. For
example, a CA may choose to update a certificate of a Subscriber whose characteristics have
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changed (e.g., has just received amedica degree). The old certificate may or may not be
revoked, but shall not be further re-keyed, renewed, or updated.

Further, if an individud’s name changes (e.g., due to marriage), then proof of the name change
shall be provided to the RA, LRA or other designated agent (as set forth above) in order for an
updated certificate having the new nameto be issued.

Finaly, when a CA updates its private signature key and thus generates a new public key, the
CA shdl natify dl RAs, LRA’s and subscribersthat rely on the CA’s certificate that it has been
changed. For sdf-sgned (“root”) certificates, such certificates shdl be conveyed to usersin a
secure fashion to preclude malicious subgtitution attacks.

3.3 OBTAINING A NEW CERTIFICATE AFTER REVOCATION

In the event of certificate revocation, issuance of anew certificate shal dways require thet the
party go through theinitid registration process per Section 3.1 above.

3.4 REVOCATION REQUEST

Revocation requests shdl be authenticated. Requests to revoke a certificate may be
authenticated using that certificate's associated private key, regardless of whether or not the
private key has been compromised.
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4. OPERATIONAL REQUIREMENTS

4.1 APPLICATION FOR A CERTIFICATE

The USDA/NFC PKI Operationd Authority will evaluate certificate gpplications in accordance
with procedures of this CP and CPS and make a determination regarding whether or not to issue
the requested certificate(s). The USDA/NFC PKI Policy Authority and the applicant’s Subscriber
Organization will then enter into an MOA etting forth their respective responghilities. An
Applicant shal execute a Subscriber Agreement. Applicants will lso complete a Certificate
Reqguest Form and provide the requested information to their LRA in aform prescribed by the
USDA/NFC CA in accordance with this Policy. The USDA/NFC PKI Operationd Authority will
then direct the USDA/NFC CA RA to issue the certificate(s) in accordance with this CP and
CPS.

4.1.1 Delivery of Public Key for Certificate Issuance
Public keys shdl be delivered for certificate issuance in away that binds the gpplicant’s verified
identification to the public key. For dl levels of assurance, this binding may be accomplished
using cryptography. If cryptography isused, it shdl be a least as strong as that employed in
certificate issuance. Additiondly, this binding may aso be accomplished using agreed upon
non-cryptographic physica and procedural secured mechanisms. These mechanisms may
include, but are not limited to, floppy disk (or other storage medium) sent via registered mail or
courier, or by delivery of atoken to a certificate issuer for loca key generation at the point of
certificate issuance or request.

In those cases where public/private key pairs are generated by the USDA/NFC CA on behalf of
the Subscriber, the USDA/NFC CA shall implement secure mechanisms to ensure that the token
on which the public/private key pair isheld is securdly sent to the proper Subscriber. The
USDA/NFC CA shall dso implement procedures to ensure that the token is not activated by an
unauthorized entity.

4.2 CERTIFICATE ISSUANCE

Upon receiving arequest for a certificate, the LRA shal respond in accordance with the
requirements set forth in the CP and CPS.

The certificate request may contain an dready built ("to-be-signed”) certificate. This certificate
will not be signed until the process set forth in the CP and CPS has been met.

While the Subscriber may do most of the data entry, it is ill the respongbility of the LRA to
verify that theinformation is correct and accurate.

To the extent practica, certificates once created shal be checked to ensure that al fields and
extensions are properly populated. RA’swill, & aminimum, perform avisua check of the
certificate’s DN prior to issuance.

If databases are used to confirm Subscriber information, then these databases must be protected
from unauthorized modification to alevd commensurate with the level of assurance of the
certificate being sought.
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4.2.1 Delivery of Subscriber's Private Key to Subscriber

In most cases, aprivate key shdl be generated and remain within the cryptographic boundary of
the cryptographic module.

The USDA/NFC CA shdl not issue a certificate to multiple users.

In the case of aroaming certificate, the USDA/NFC PKI shall only retain access to the encrypted
Subscriber’ s private key. That key shall be maintained in a double encrypted state, with the first
decryption key controlled by the Subscriber and only after that decryption, with akey controlled
by the CA. The private signing key shall be downloaded in an encrypted format to the
Subscriber for the duration of the authentication session. Decryption can only take place through
the use of the subscriber’s private key pass phrase. At the end of the authentication sesson dl
evidence of the subscriber’ s private signing key shdl be removed. Under no circumstances shal
anyone other than the Subscriber have knowledge of or control over private signing keys and
anyone generding a private Sgning key for a Subscriber shdl not retain any copy of thet key. In
norroaming solutions, the private Sgning key shdl be maintained in an encrypted format on the
subscriber’ s desktop. Hardware tokens containing USDA/NFC CA private signature keys may be
backed-up in accordance with security audit requirements defined in Section 4.5.1.

4.2.2 USDA/NFC CA Public Key Delivery and Use

The public key of the USDA/NFC CA shdl be available for certification trust paths to be created
and verified. That key will gopear in the form of a certificate issued by the USDA/NFC CA. In
order to extract that key from the certificate with confidence that it has not been dtered, the
USDA/NFC CA shall ensure that its Subscribers obtain its self-signed root certificate in a
trustworthy fashion. Such a sdf-signed root certificate is sometimes caled a Trusted Certificate.
Acceptable methods for Trusted Certificate ddivery include but are not limited to:

?? The CA loading a Trusted Certificate onto tokens ddlivered to Subscribers via secure
mechanisms,

?? Secure didribution of Trusted Certificates through secure out- of- band mechanisms,

?? Comparison of certificate hashes or fingerprints againgt Trusted Certificate hashes or
fingerprints made available via authenticated out- of-band sources (note that fingerprints or

hashes posted in-band aong with the certificate are not acceptable as an authentication
mechaniam); and

?? Loading certificates from web Stes secured with a currently vaid certificate of equa or
greater assurance leve than the certificate being downloaded.

4.3 CERTIFICATE ACCEPTANCE

The USDA/NFC CA shdl define in its forms and agreements with its subscribers what
congtitutes acceptance of a certificate. The process of issuance and acceptance shal be
accomplished in a secure mamer as described in the USDA/NFC CA CPS.

All Subscribers shdl be required to sgn a NFC Certificate Action Request Form and a
Subscriber Agreement containing the requirements regarding private key protection and
certificate use. The Sgning of the Subscriber Agreement condtitutes certificate acceptance.
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4.4 CERTIFICATE REVOCATION

4.4.1 Circumstances for Revocation of a Certificate Issued by the USDA/NFC
CA
A certificate shdl be revoked when the binding between the subject and the subject’ s public key
contained within a certificate is no longer considered valid. Examples of circumstances that
invalidate the binding include:
?? ldentifying information in the certificate has becomeinvaid;

?? The Subscriber or his Subscriber Organization can be shown to have violated, or is suspected
of violating, the requirements of either the USDA/NFC CA CP or the respective MOA,;

?? The private key has been or is sugpected of having been compromised, or has been logt,
gtolen, or destroyed in afashion where thereis potentia for compromise or loss of control
over the use of the private key.

4.4.2 Who can Request Revocation of a Certificate Issued by the USDA/NFC
CA
A USDA/NFC CA certificate may be revoked upon direction of the USDA/NFC PKI Policy
Authority or upon an authenticated request by a previoudy designated Subscribing Organization
officid. Such officid or officids shall be identified in the MOA as authorized to make such a
request.

The process for requesting revocation of a Subscriber certificate issued by the USDA/NFC CA
shdl be set forth in the CP or CPS. Revocation normaly will proceed once:

?? A Subscriber Organization recaives sufficient evidence of compromise or loss of any
subscriber’ s corresponding private key,

?? An authenticated request is made to the Subscriber Organization by the holder of the private
key, or

?? Someonein hisor her supervisory chain, or an officidly designated adminigtrative or
information security officer, makes an authenticated request for revocation.

A Subscriber may aways request the revocation of hisor her certificate through procedures

described in Section 4.4.3. Whenever any of the above circumstances occur, the associated
certificate shdl be revoked and placed on the CRL. Revoked certificates shal beincluded on all
new publications of the certificate status information until the certificates expire.

4.4.3 Procedure for Revocation Request

A request to revoke a certificate shal identify the certificate to be revoked, explain the reason for
revocation, and alow the request to be authenticated (e.g., digitaly or manualy signed).

Authentication of certificate revocation requests isimportant to prevent maicious revocation of
certificates by unauthorized parties. Revocation requests are accomplished by the completion
and sgning of an NFC Certificate Action Request Form in accordance with procedures set forth
in this CP and CPS.
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Upon receipt of arevocation request involving a USDA/NFC CA certificate, the USDA/NFC CA
OA shdl authenticate the request. The USDA/NFC PKI Policy Authority may, at its discretion,
take whatever measures it deems gppropriate to verify the need for revocation. The USDA/NFC
PK1 Policy Authority shal direct the USDA/NFC CA OA to revoke the certificate by placing its
serid number and other identifying information on a CRL and then post the CRL in the
USDA/NFC CA repository.

For PKI implementations using hardware tokens, a Subscriber ceasing its relaionship with an
Agency that sponsored the certificate shall, prior to departure, surrender to the organization
(through any accountable mechanism) all cryptographic hardware tokens that were issued by or
on behaf of the Agency. If a Subscriber leaves an Agency and the hardware tokens cannot be
obtained from the Subscriber, then dl Subscribers certificates associated with the unretrieved
tokens shal be immediately revoked. The token shall be zeroized or destroyed prior to, or
immediately upon, surrender in the presence of the Subscriber..

4.4.4 Revocation of a Certificate Issued by the USDA/NFC CA

Revocation of aUSDA/NFC CA certificate shal take effect upon the publication into the
USDA/NFC CA repository of status information (identifying the reason for the revocetion,
which may indlude loss, compromise, or termination of employment) that identifies the
certificate as being revoked, within the time limits as specified in Section 4.4.9 (Sarting from the
time the request is authenticated or sufficient evidence of compromise or lossis received).
Further, and separate from the publication of the status information, prompt ord or eectronic
notification shal be given by the USDA/NFC CA OA. Information about a revoked certificate
shdl remain in the Satusinformation until the certificate expires and for one additiona CRL
beyond that point. A certificate may be removed from the second CRL issued after it expires.

445 Revocation Request Grace Period

There is no revocation grace period for the USDA/NFC CA. Grace periods for a Subscriber to
submit arevocation request to the RA or LRA shall be set forth in the USDA/NFC CPS.

4.4.6 Certification Authority Revocation Lists / Certificate Revocation Lists
The USDA/NFC CA’s shall issue Certificate Revocation Lists (CRL). To the extent practicd,
the contents of CRL’s shdl be checked before issuance to ensure that dl information is correct.
Thismay be done using software, which scans the CRL’ s looking for any evidence of an
improperly manufactured CRL.

4.4.7 CRL Issuance Frequency
CRL’sshdl beissued periodicdly, even if there are no changes to be made, to ensure timeliness
of information. Certificate Status information may be issued more frequently than the issuance
frequency described below. The USDA/NFC CA shall ensure that superseded certificate status
information is removed from the repository upon posting of the latest certificate Status
information.
Certificate gatus information shdl be published not later than the next scheduled update. This
will facilitete the local caching of certificate Satus information for off-line or remote (laptop)
operation.
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Thefollowing table provides CRL issuance requirements.

Assurance CRL Issuance Frequency for CRL Issuancefor CA’s(Lossor
L evel CA’s (Routine) Compromise of Private Key)
Basc At Least Once Each Day Within 24 Hours of Natification

Medium At Least Once Each Day Within 18 Hours of Noatification
High At Least Once Each Day Within 6 Hours of Notification

448 CRL Checking Requirements

Use of revoked certificates could have damaging or catastrophic consequences. It isthe
responghility of the Relying Party to determine how often new revocation data should be
obtained, considering the risk, responsbility, and consequences for using a certificate whose
revocation status cannot be guaranteed.

4.4.9 On-line Revocation / Status Checking Availability

In addition to CRL’s, client software may optiondly support on-line satus checking. Client
software using ontline status checking need not obtain or process/CRL’s. The USDA/NFC PKI
Policy Authority will determine when and under what circumstances the USDA/NFC CA OA
will provide on-line status checking of USDA/NFC CA certificates.

4.4.10 Other Forms of Revocation Advertisements Available
No dtipulation.

4.4.11 Checking Requirements for Other Forms of Revocation Advertisements
No dtipulation.

4.4.12 Special Requirements Related to Key Compromise

In the event of a USDA/NFC CA private key compromise or loss, a CRL shdl be immediately
published revoking al certificates issued by the USDA/NFC CA. The USDA/NFC CA, if
operating a the High Assurance level and using reason codes, shdl have the ability to trangtion
any reason code to key compromise.

4.5 SECURITY AUDIT PROCEDURE

Audit log files shdl be generated for dl events relating to the security of the USDA/NFC CA'’s.
Where possible, the security audit logs shdl be automaticdly collected. Wherethisis not
possible, alogbook, paper form, or other physical mechanism shdl be used. All security audit
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logs, both eectronic and non-electronic, shal be retained and made available during compliance
audits. The security audit logs for each auditable event defined in this section shdl be
maintained in accordance with Retention Period for Archive, Section 4.6.2.

45.1 Types of Events Recorded

All security auditing capabilities of the USDA/NFC CA operating system and PK1 CA
gpplications required by this CP shdl be enabled. Asaresult, most of the eventsidentified in the
table shdl be automatically recorded. (Note: the table below may be replaced in future releases
of this CP with areference to the Certificate I ssuing and Management Components Protection
Profile being developed by NIST.) Auditing capabilities relevant to Test Assurance level shdl

be st forth in the MOA and are not described below. At aminimum, each audit record shal
include the following (either recorded automaticaly or manuadly for each auditable event):

?? Thetype of evertt
The date and time the event occurred
A success or failure indicator when executing the USDA/NFC CA’s Signing process

The identity of the entity and/or operator (of the USDA/NFC CA) that caused the event.

A message from any source requesting an action by the USDA/NFC CA is an auditable
event. The message shdl include message date and time, source, destination and contents.

”
”
?? A success or falure indicator when performing certificate revocation
”
”

Auditable Event Basic Medium High

SECURITY AUDIT

Any changes to the Audit parameters e.g., audit X X X
frequency, type of event audited

Any atempt to delete or modify the Audit logs X X X

IDENTIFICATION AND AUTHENTICATION

Successful and unsuccessful attempts to assume arole X X X

Change in the value of maximum authentication X X X
attempts

Maximum number of unsuccessful authentication X X X

attempts during user login

An Administrator unlocks an account that has been X X X

V00 _ . ___Ma € . _ _ ___€£_ N __ al_ ___a’ _ _a' _ __
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Auditable Event

Basic

Medium

High

locked as aresult of unsuccessful authentication
attempts

An Administrator changes the type of authenticator
e.g., from password to biometrics

KEY GENERATION

Whenever the USDA/NFC CA generates akey. (Not
mandatory for Sngle sesson or one-time use
symmetric keys)

PRIVATE KEY LOAD AND STORAGE

The loading of Component private keys

All accessto certificate subject private keysretained
within the USDA/NFC CA for key recovery purposes

TRUSTED PUBLIC KEY ENTRY, DELETION AND
STORAGE

All changesto the trusted public keys, including
additions and deletions

PRIVATE AND SECRET KEY EXPORT

The export of private keys (keys used for asingle
Sesson or message are excluded)

CERTIFICATE REGISTRATION

All certificate requests
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Auditable Event Basic Medium High
CERTIFICATE REVOCATION
All certificate revocation requests X X X
CERTIFICATE STATUS CHANGE APPROVAL
The gpprova or rgection of a certificate status change X X X
request
USDA/NFC CA CONFIGURATION
Any security-relevant changes to the configuration of X X X
the USDA/NFC CA
ACCOUNT ADMINISTRATION
Roles and users are added or deleted X X X
The access control privileges of auser account or arole X X X
are modified
CERTIFICATE PROFILE MANAGEMENT
All changesto the certificate profile X X X
REVOCATION PROFILE MANAGEMENT
All changesto the revocation profile X X X
CERTIFICATE REVOCATION LIST PROFILE
MANAGEMENT
All changesto the certificate revocetion list profile X X X
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Auditable Event

Basic

Medium

High

MISCELLANEOUS

Ingtdlation of the Operating System

Ingtdlation of the USDA/NFC CA

Ingtdling hardware cryptographic modules

Removing hardware cryptographic modules

Destruction of cryptographic modules

System Startup

Logon Attempts to USDA/NFC CA applications

X

Receipt of Hardware / Software

Attempts to set passwords

Attempts to modify passwords

Backing up USDA/NFC CA interna database

Restoring USDA/NFC CA internal database

X | X | X | X

File manipulation (e.g., cregtion, renaming, moving)

Posting of any materia to arepository

Accessto USDA/NFC CA internal database

All certificate compromise notification requests

Loading tokens with certificates

Shipment of Tokens

Zeroizing tokens

Rekey of the USDA/NFC CA

XXX | X[ X X| X[ X|X| X[ X[ X]|X]|X|X]|X]| X|X]|X]X

X I XX X[ X X| X[ X|X| X[X|[X]|X]| X[ X]|X]| X|X]|X]X

Configuration changes to the CA sarver involving:
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Auditable Event Basic Medium High
Hardware X X X
Software X X X
Operating System X X X
Patches X X X
Security Profiles X X
PHYSICAL ACCESS/SITE SECURITY
Personnel Accessto room housng USDA/NFC CA X X
Accessto the USDA/NFC CA server X X
Known or suspected violations of physical security X X X
ANOMALIES
Software Error conditions X X X
Software check integrity falures X X X
Receipt of improper messages X X
Misrouted messages X X
Network attacks (suspected or confirmed) X X X
Equipment failure X X X
Electrical power outages X X
Uninterruptible Power Supply (UPS) falure X X
Obvious and sgnificant network service or access X X
falures
Violations of Certificate Policy X X X
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Auditable Event Basic Medium High
Violaions of Certification Practice Statement X X X
Resetting Operating System clock X X X

4.5.2 Frequency of processing data
Audit logs shal be reviewed in accordance with the table below. All sgnificant events shdl be

explained in an audit log summary. Such reviews involve verifying that the log has not been

tampered with, and then briefly ingpecting dl log entries, with a more thorough investigation of
any dertsor irregularitiesin the logs. Actions taken as aresult of these reviews shdl be

documented.
Assurance Level Review Audit Log
Basc Only required for cause
Medium At least once every two months

Satidicaly sgnificant set of security audit data generated by the
CA dncethelast review shdl be examined (where the
confidence intervals for each category of security audit data are
determined by the security ramifications of the category and the
availability of tools to perform suchareview), aswdl asa
reasonable search for any evidence of maicious activity

High At least once per month

Satidicdly sgnificant st of security audit data generated by the
CA dncethe last review shdl be examined (where the
confidence intervals for each category of security audit data are
determined by the security ramifications of the category and the
avallahility of toolsto perform such areview), aswdl asa
reasonable search for any evidence of malicious activity

For the USDA/NFC CA, a dtatigicaly dgnificant sample of security audit data generated by the
USDA/NFC CA since the last review shdl be examined.

4.5.3 Retention Period for Security Audit Data
Audit logs shdl be retained ongte for at least two months as well as being retained in the manner
described in Section 4.5.4 below. Theindividud who removes audit ogs from the USDA/NFC
CA sysem shdl be an officid different from the individua who, in combination, command the
USDA/NFC CA sgnature key.
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4.5.4 Protection of Audit Log

The audit process shall not be done by or under the control of the USDA/NFC CA OA. A
system configuration and procedures shdl be implemented together to ensure that:

?? only authorized people have read access to the logs,
?? only authorized people may archive or delete audit logs, and
?? audit logs are not modified.

The entity performing audit log archive need not have modify access, but procedures shdl be
implemented to protect archived data from deletion or destruction prior to the end of the audit
log retention period (note that deletion requires modification access). Audit logs shal be moved
to asafe, secure storage |location separate from the USDA/NFC CA equipment.

455 Security Audit Data Backup Procedures

Audit logs and audit summaries shal be backed up at least monthly. A copy of the audit log
shdl be sent off-gte in accordance with the CPS on a monthly basis.

4.5.6 Security Audit Collection System (Internal vs. External)

The audit log collection system may or may not be externd to the USDA/NFC CA system.
Audit processes shdl be invoked a system startup and cease only a system shutdown. Should it
become apparent that an automated audit system has failed, and the integrity of the system or
confidentidity of the information protected by the system is at risk, thenthe USDA/NFC CA OA
Adminigtrator shall determine whether to suspend the USDA/NFC CA operation until the
problem is remedied.

4.5.7 Notification to Event-causing Subject

This CP imposes no requirement to provide natice that an event was audited to the individud,
organization, device, or application that caused the event.

4.5.8 Vulnerability Assessments
Routine sef-assessment of security controls shdl be performed by the entity operating the CA.

4.6 RECORDS ARCHIVAL

4.6.1 Types of Events Archived

USDA/NFC CA archive records shdl be sufficiently detailed to establish the proper operation of
the USDA/NFC CA, or the vaidity of any certificate (including those revoked or expired) issued
by the USDA/NFC CA.

At aminimum, the following data shal be recorded for archive in accordance with each
assurance leve:
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Data To Be Archived

Basic

Medium

High

USDA/NFC CA accreditation (if gpplicable)

X

Certification Practice Statement

Contractua obligetions

System and equipment configuration

Modifications and updates to system or
configuration

X | X | X | X | X

X | X | X | X | X

X | X | X | X

Certificate requests

x

Revocation requests

Subscriber identity Authentication data as per
Section 3.1.9

Documentation of receipt and acceptance of
certificates

Documentation of receipt of tokens

All certificates issued or published

Record of USDA/NFC CA Re-key

All CRL’ sissued and/or published

All Audit Logs

Other data or applications to verify archive contents

Documentation required by compliance auditors

X | X | X | X | X| X ]| X

X | X | X | X | X| X ]| X

X | X | X | X | X[ X]| X

4.6.2 Retention Period for Archive

The USDA/NFC PKI CA shdl retain CA records for the minimum retention periods as identified
below. The minimum retention periods are subject to change depending on the outcome of

pending legd guidance.

This minimum retention period for these records isintended only to facilitate the operation of the

USDA/NFC CA'’s.
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Assurance L evel Minimum Retention Period
Basc 7 Years & 6 Months
Medium 10 Years & 6 Months
High 20 Years & 6 Months

If the origind media cannot retain the data for the required period, a mechanism to periodically
transfer the archived data to new media shdl be defined by the archive ste. Applications
required to process the archive data shal also be maintained for a period determined by the
USDA/NFC PKI Policy Authority for the USDA/NFC CA.

Prior to the end of the archive retention period, the USDA/NFC CA shdl provide archived data
and the applications necessary to read the archives to a USDA/NFC PKI Policy Authority
approved archivd facility, which shdl retain the gpplications necessary to read this archived

data

4.6.3 Protection of Archive

No unauthorized user shdl be permitted to write to, modify, or delete the archive. For the
USDA/NFC CA, archived records may be moved to another medium when authorized by the
USDA/NFC CA OA Adminigtrator. The contents of the archive shal not be rel eased except as
determined by the USDA/NFC PKI Policy Authority for the USDA/NFC CA or asrequired by
law. Records of individua transactions may be released upon request of any Subscribers
involved in the transaction or their legdly recognized agents. Archive mediashdl be sored ina
safe, secure storage facility separate from the USDA/NFC CA itself.

4.6.4 Archive Backup and Management

The USDA/NFC CA shdl perform scheduled, automated backups on adaily basiswith
mechanisms for off-Site storage and retrieval.

4.6.5 Requirements for Time-stamping of Records

All backup software used for the purposes of section 4.6.4 shal maintain the backup mediain a
format affording chronologicd retrievad capatilities.

4.6.6 Procedures to Obtain and Verify Archive Information

Procedures detailing how to cregte, verify, package, tranamit, and store the USDA/NFC CA
archive information shall be published in the USDA/NFC CA CPS.

4.7 KEY CHANGEOVER

To minimize risk from compromise of a CA’s private sgning key, that key may be changed
often; from that time on, only the new key will be used for certificate Sgning purposes. The
older, but ill valid certificate will be available to verify old Sgnatures until al of the certificates
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signed using the associated private key have dso expired. If the old private key is used to Sgn
CRL’sthat contain certificates sgned with that key, then the old key shdll be retained and
protected.

The USDA/NFC' s sgning key shdl have avdidity period of haf the lifetime of the
corresponding certificate. The certificate lifetime will be not more than 10 years.

4.8 COMPROMISE AND DISASTER RECOVERY

4.8.1 Computing Resources, Software, and/or Data are Corrupted

If USDA/NFC CA equipment is damaged or rendered inoperative, but the USDA/NFC CA
signature keys are not destroyed, USDA/NFC CA operation shall be re-established as quickly as
possible, giving priority to the ability to generate certificate satus information

4.8.2 USDA/NFC CA Signature Keys are Revoked

If the USDA/NFC CA cannot issue a CRL prior to the time specified in the next update field of
its currently valid CRL, then the USDA/NFC PKI Policy Authority and al of its Subscriber
Organizationsshd| be immediatdy and securdly natified in afashion sat forth inthe MOA. This
will dlow Relying Parties to protect ther interests. . The USDA/NFC PKI Policy Authority shal
determine whether to revoke the USDA/NFC CA certificate. The USDA/NFC CA shdl re-
edtablish revocation capabilities as quickly as possible in accordance with procedures et forth in
the respective CPS. The USDA/NFC CA shdl immediately and securely advise the USDA/NFC
PKI Policy Authority and al of its Subscriber Organizations in the event of a disaster where the
USDA/NFC CA ingdlation is physicaly damaged and dl copies of the USDA/NFC CA
signature keys are destroyed.

4.8.3 USDA/NFC CA Signature Keys are Compromised

If the USDA/NFC CA signature keys are compromised or lost (such that compromiseis possible
even though not certain):

?? The USDA/NFC CA and dl of its Subscriber Organizations shal beimmediately and
securdly notified (so that agencies may issue CRLs revoking any certificates issued by the
USDA/NFC CA);

?? The USDA/NFC CA shdl immediatdy publish a CRL revoking the USDA/NFC CA’sissued
certificate as set forth above;

?? A new USDA/NFC CA key pair shal be generated by the USDA/NFC CA in accordance
with procedures st forth in the USDA/NFC CPS; and

?? New USDA/NFC CA certificates shdl be issued to Subscriber Organization” Subscribersin
accordance with the USDA/NFC CPS.

The USDA/NFC CA governing body shal aso investigate and report to the USDA/NFC PKI
Policy Authority what caused the compromise or loss, and what measures have been taken to
preclude recurrence.
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4.8.4 Secure Facility Impaired After a Natural or Other type of Disaster

In the case of adisaster whereby the USDA/NFC CA indalation is physicaly damaged and all
copies of the USDA/NFC CA signature key are destroyed as aresult, the USDA/NFC PKI Policy
Authority and al of its Subscriber Organizations shal beimmediately and securely notified, and

the USDA/NFC PKI Policy Authority shal take whatever action it deems appropriate.

The USDA/NFC CA ingdlation shdl be deployed so asto provide 24 hour, 365 days per year
availability as per Section 5.1 of this CP. Backup will be performed in accordance with the
USDA/NFC' s Disaster Recovery Plan. The USDA/NFC PKI OA shall implement festuresto
provide high levels of rdiability.

Redying Parties may decide of their own valition whether to continue to use certificates sgned
with the destroyed private key pending re-establishment of USDA/NFC CA operation with new
certificates.

4.9 CA TERMINATION

In the event of termination of the USDA/NFC CA operation, certificates Sgned by the
USDA/NFC CA shal be revoked and the USDA/NFC PKI Policy Authority shall advise
Subscriber Organizations with MOA'’ s that USDA/NFC CA operations have terminated. Prior to
USDA/NFC CA termination, the USDA/NFC CA shdl provide archived data to the USDA/NFC
PKI Policy Authority gpproved archivd facility.

Subscriber Organizations will be given as much advance notice as circumstances permit, and
attempts to provide dternative sources of interoperation will be sought in the event the
USDA/NFC CA isterminated.
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5. PHYSICAL, PROCEDURAL AND PERSONNEL SECURITY
CONTROLS

5.1 PHYSICAL CONTROLS FOR THE USDA/NFC CA OR AGENCY CA

The USDA/NFC CA shdl impose physica security requirements that provide smilar levels of
protection as those specified below. All the physical control requirements apply equaly to the
USDA/NFC CA.

RA equipment shall be protected from unauthorized access while the cryptographic module is
ingtdled and activated. The RA shal implement physica access controls to reduce the risk of
equipment tampering even when the cryptographic module is not installed and activated. These
security mechanisms shal be commensurate with the level of threat in the RA equipment
environmen.

5.1.1 Site Location and Construction
The location and construction of the facility housing the USDA/NFC CA equipment shdl be
condstent with facilities used to house high value, sengitive information. The Ste location and
congtruction, when combined with other physical security protection mechanisms such as facility
guards, access controls, and 24/7 survelllance, shal provide robust protection against
unauthorized access to the USDA/NFC CA equipment and records.

5.1.2 Physical Access
The USDA/NFC CA equipment shal aways be protected from unauthorized access, especially
while the cryptographic moduleisingaled and activated. Physica access controls shdl be
implemented to reduce the risk of equipment tampering even when the cryptographic moduleis
not installed and activated.

These security mechanisms shal be commensurate with the leve of threet in the equipment
environment. Since the USDA/NFC CA plansto issue certificates at dl levels of assurance, it
ghdl be operated and controlled on the presumption thet it will be issuing & least one High
Assurance certificate, the requirements of which include, but are not limited to:

?? Ensuring no unauthorized access to the hardware is permitted

?? Ensuring al removable media and paper containing sengtive plain-text information be stored
in secure containers

?? Manudly or dectronicaly monitoring for unauthorized intrusion & al times,
?? Ensuring an access log be maintained and ingpected periodicaly; and
?? Edablishing two person entry mechanisms.

Removable cryptographic modules shdl be inactivated prior to storage. When not in use,
removable cryptographic modules, activation information used to access or enable cryptographic
modules, USDA/NFC CA equipment shal be placed in secure containers. Activation data shall
ether be memorized, or recorded and stored in a manner commensurate with the security
afforded the cryptographic module, and shdl not be stored with the cryptographic module.
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A security check of the facility housing the USDA/NFC CA equipment (operating a the Basic
Assurance leve or higher) shal occur if the fadility isto be left unattended. At a minimum, the
check shdl verify the following:

?? The equipment isin a Sate appropriate to the current mode of operation (e.g., that
cryptographic modules are in place when “open”, and secured when “ closed”; and for the
USDA/NFC CA, that al equipment other than the repository is shut down);

?? Any security containers are properly secured;
?? Physcd security systems (e.g., door locks, vent covers) are functioning properly; and
?? Theareais secured againgt unauthorized access.

A person or group of persons shal be made explicitly responsible for making such checks.
When agroup of personsis responsible, alog identifying the person performing a check at each
ingance shdl be maintained. If the fadility is not continuoudly attended, the last person to depart
gl initid asgn-out sheet that indicates the date and time, and assarts that all necessary
physica protection mechanisms are in place and activated.

5.1.3 Electrical Power
The USDA/NFC CA (operating a the Basic Assurance leve or higher) shdl have backup
capability sufficient to automaticaly lockout input, finish any pending actions, and record the
dtate of the equipment before lack of power or air conditioning causes a shutdown. The
USDA/NFC CA directories (containing USDA/NFC CA issued certificates and CRLS) shdl be
provided with Uninterrupted Power sufficient for continuous operation in the absence of
commercid power, to support a smooth shutdown of the main USDA/NFC CA facility, while
switching operations to its dternative “warm Ste’.

5.1.4 Water Exposures

USDA/NFC CA shal be located in acomputer room designed to minimize exposure to weter.
Moisture/water detectors shdl be ingtaled in areas susceptible to flooding, and shal be
monitored 24/7 by computer operations personndl.

5.1.5 Fire Prevention and Protection

USDA/NFC CA ghdl be located in a computer room utilizing a"dry pipe" fire protection
system. Fire (smoke) sensors/monitors shdl be located throughout the computer room, and shall
be monitored 24/7 by computer operations personnel. Fire extinguishers shdl be located
throughout the computer room, and in the immediate vicinity of the USDA/NFC PKI/CA
equipment. In addition, there shal be an onste Fire Department (managed by the facility
contractor) to provide fire safety and prevention mechanisms including darms and fire
extinguishers. These darms and extinguishers shdl be ingpected monthly.
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5.1.6 Media Storage
USDA/NFC CA media shal be stored so asto protect it from accidental damage (water, fire,

dectromagnetic). Mediathat contains audit, archive, or backup information shall be duplicated
and stored in alocation separate from the USDA/NFC CA.

5.1.7 Waste Disposal
No dipulation.

5.1.8 Off-site Backup

For the USDA/NFC CA (operating at the Basic Assurance level or higher), full system backups,
aufficient to recover from system failure, shall be made on a periodic schedule, described in the
respective CPS. Backups shdl be performed and stored off-Site not less than once per week. At
least one full backup copy shdl be stored at an offsite location (separate from the USDA/NFC
CA equipment). Only the latest full backup shdl be retained. The backup shal be stored at a
ste with physicd and procedura controls commensurate to that of the operationd USDA/NFC
CA.

5.2 PROCEDURAL CONTROLS FOR THE USDA/NFC CA

5.2.1 Trusted Roles

A trusted role is one whaose incumbent performs functions that can introduce security problemsif
not carried out properly, whether accidentaly or mdicioudy. The people sdlected to fill these
roles shal be extraordinarily responsible or the integrity of the CA isweekened. The functions
performed in these roles form the basis of trust for al uses of the USDA/NFC CA. Two
approaches are taken to increase the likelihood that these roles can be successfully carried out.
The firgt ensures that the person filling the role is trustworthy and properly trained. The second
digiributes the functions among more than one person, so that any malicious activity would
require collusion.

The requirements of this policy are therefore drawn in terms of five, somewhat abstract, roles
(Note: the information derives from the Certificate Issuing and Management Components
Protection Profile being developed by NIST.) :

Operational Authority Administrator - authorized to ingal, configure, and maintain the CA,
establish and maintain CA system accounts, configure profiles and audit parameters, and
generate component keys.

Operational Authority Officer/RA - authorized to create, recover and revoke user and device
catificates. Responsble for maintaining the user and device authentication documentation.

L RA - authorized to request or gpprove certificates or certificate revocations.
Auditor - authorized to maintain, review and archive audit logs and audit parameters.

Operator - authorized to perform routine operation of the CA equipment, and system backup
and recovery.
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5.2.1.1 Operational Authority Administrator
The adminigrator role shal be responsible for:

?? Ingdling, configuring, and maintaining the CA

?? Edablishing and maintaining CA system accounts

?? Configuring certificate profiles, templates and audit parameters
?? Generating and backing up CA keys

Adminigtrators shal not issue certificates to subscribers.

5.2.1.2 Operational Authority Officer/RA
The officer role shdl be responsible for:

?? Cregting the Users Certificate from information furnished by the LRA

?? Executing the issuance, revoking and recovery of certificates

?? Maintaning afile of the origind sgned request and subscriber information

?? Archiving the origind documentation to long term storage annudly

?? Didributing subscribers authorizations, reference numbers or partia shared secret portionsto
the appropriate Subscriber Organization end entities

5213 LRA
The LRA role shdl be respongblefor:

?? Regigtering new subscribers and requesting the issuance of certificates

?? Veifying the identity of subscribers and accuracy of information included in certificates
?? Requesting and gpproving the revocetion of certificates
”

Submitting the original Signed request, subscriber agreement and authentication
documentation (pictured 1D’ s) to the NFC PKI Officers

3

Recelving their subscribers authorization codes via encrypted e-mail or document from the
NFC PKI RA and communicates that information to their subscriber in a secure manner other
than e-mall

?? Indructing their subscribers regarding the download, where gpplicable, and/or activation of
subscriber certificates
5.2.1.4 Auditor
The auditor role shdl responsible for:
?? Reviewing audit logs and audit parameters

?? Performing or overseeing internal compliance audits to ensure that the USDA/NFC CA is
operating in accordance with its CPS

?? Maintaining and archiving audit logs
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5.2.1.5 Operator
The operator role shdl be responsible for:

?? Theroutine operation of the CA equipment and operations
?? System backups and recovery or changing recording media

5.2.2 Separation of Roles
Role separation, when required as set forth below, may be enforced ether by the CA equipment,
or proceduraly, or by both means.

The separation of rolesfor the USDA/NFC CA’s shdll be asfollows:

Assurance Level | Role Separation Rules

Basc Individual CA personnel shdl be specifically designated to the four
roles defined in Section 5.2.1 above. Individuas may assume more
than one role, however, no one individua shall assume both the
Officer and Adminigtrator roles. This may be enforced proceduraly.
No individua shdl be assgned more than one identity.

Medium Individual CA personnd shdl be specificdly designated to the four
roles defined in Section 5.2.1 above. Individuas may assume more
than one role, however, individuals who assume an Officer role may
not assume an Adminigtrator or Auditor role. The CA system shdll
identify and authenticate its users and shall ensure that no user
identity can assume both an Administrator and an Officer role, or an
Auditor and an Officer role. No individud shal be assigned more
than one identity.

High Individual CA personnel shdl be specificaly designated to the four
roles defined in Section 5.2.1 above. Individuas may assume only
one of the Officer, Adminigtrator, and Auditor roles, but any
individual may assume the Operator role. The CA system shdll
identify and authenticate its users and shall ensure that no user
identity can:

?? Assume both the Adminigtrator and Officer roles

?? Assume both the Adminigtrator and Auditor roles

?? Assume both the Auditor and Officer roles.

No individud shal have more than one identity.

The USDA/NFC CA shdl operate at the High Assurance leve.

40



USDA/NFC July 19, 2002
Public Key Infrastructure Certificate Policy Version 1.1

5.2.3 Number of Persons Required Per Task

To best ensure the integrity of the USDA/NFC CA equipment and operation, no individud will
be assigned more than one trusted role. The separation provides a set of checks and balances
over the USDA/NFC CA operation.

Under no circumstances shall the incumbent of a USDA/NFC CA role perform its own auditor
function

5.2.4 Identification and Authentication for Each Role

At dl assurance levels, an individud shdl identify and authenticate him/hersdlf before being
permitted to perform any actions set forth above for that role or identity.

5.3 PERSONNEL CONTROLS

5.3.1 Background, Qualifications, Experience, and Security Clearance
Requirements

The individuas responsible and accountable for the operation of the USDA/NFC CA are the
USDA/NFC PKI Palicy Authority and the USDA/NFC CA OA.

All personsfilling trusted roles shal be sdlected on the basis of loyalty, trustworthiness, and
integrity, and must be U.S. citizens. The requirements governing the quaifications, sdection

and oversght of individuals who operate, manage, oversee, and audit the CA shall be set forth in
the CPS.

USDA/NFC CA personnd shal hold Limited Background Investigetion (LBI) security
clearances.

5.3.2 Background Check Procedures

Agency background check procedures shal be described in the CPS and shal demonstrate that
Agency requirements set forth in Section 5.3.1 are met.

5.3.3 Training Requirements

All personnd performing duties with respect to the operation of the USDA/NFC CA shall
receive comprehensive training. Training shal be conducted in the following arees:

?? CA/RA/LRA security principles and mechanisms

?? All PKI software versonsin use on the CA system
?? All PKI dutiesthey are expected to perform

?? Disaster recovery and business continuity procedures.

Documentation shal be maintained identifying dl personnd who received forma training and
the leve of that training completed.
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5.3.4 Retraining Frequency and Requirements

Individuas responsgible for PKI roles shdl be aware of changesin the USDA/NFC CA operation.
Any sgnificant change to the operations shdl have atraining (awareness) plan, and the

execution of such plan shall be documented. Examples of such changes are USDA/NFC CA
software or hardware upgrade, changes in automated security systems, and relocation of
equipment.

5.3.5 Job Rotation Frequency and Sequence
No dipulation.

5.3.6 Sanctions for Unauthorized Actions

The USDA/NFC PKI Operationd Authority will refer to the appropriate authority for
appropriate adminigrative and disciplinary actions against personne who have performed
actionsinvolving the USDA/NFC CA or itsrepository .

5.3.7 Contracting Personnel Requirements

Contractor personnd employed to perform functions pertaining to the USDA/NFC CA shall
meet gpplicable requirements set forth in the USDA/NFC CA CPS as determined by the
USDA/NFC CA OA or the contracting Agency.

5.3.8 Documentation Supplied to Personnel

The USDA/NFC CA shdl make available to its CA, RA and LRA personnd the certificate
policies it supports, relevant parts of the CPS, and any relevant statutes, policies or contracts. .
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6. TECHNICAL SECURITY CONTROLS
6.1 KEY PAIR GENERATION AND INSTALLATION

6.1.1 USDA/NFC CA and CA Key Pair Generation

Cryptographic keying materid for certificates issued by the USDA/NFC CA shdl be generated
in FIPS 140 validated cryptographic modules. For the USDA/NFC CA, the modules shall meet
or exceed Security Leve 3.

6.1.2 Private Key Delivery to Subscriber
The USDA/NFC CA generatesits own key pair and therefore does not need private key delivery.
For encryption keys, ddivery of the private key to the Subscriber shal be in accordance with the
requirements of this CP and the CPS,

6.1.3 Public Key Delivery to Certificate Issuer

Public keys shdl be delivered to the certificate issuer in an authenticated manner set forth in the
USDA/NFC CA CPS. Thisisusudly viaa certificate eectronic request message from aRA, but
it may aso be done through other secure dectronic mechanisms. Further, it may be
accomplished via secure non-electronic means. These means may include, but are not limited to,
floppy disk (or other storage medium) sent viaregistered mail or courier, or by ddivery of a
token to a certificate issuer for loca key generation at the point of certificate issuance or request.
If off-line means are used, they shdl include identity checking as st forth in this CP and shall

aso ensure that proof of possession of the corresponding private key is accomplished.

6.1.4 USDA/NFC CA Public Key Delivery to Subscriber Certificate Holder’s
The Public Key corresponding to the USDA/NFC CA'’s private signing key shdl be ddlivered to
end entities protected by PKIX-CMP. The USDA/NFC CA can affect dlivery by on-line
transactions or other appropriate mechanisms.

6.1.5 Key Sizes

All FIPS-approved sgnature agorithms shall be considered acceptable. If the USDA/NFC PKI
Policy Authority determines that the security of a particular gorithm may be compromised, it
may require the USDA/NFC CA'’ s to revoke the affected certificates (in the latter case, in order

to support continued compliance with the MOA).

All certificatesissued by the USDA/NFC CA shdl use at least 1024 bit Rivest-Shamir-Adlieman
encryption adgorithm (RSA) or Digitd Signature Algorithm (DSA), with Secure Hash Algorithm
verson 1 (SHA-1) or better. Use by the USDA/NFC CA or an Agency of SSL or another
protocol providing Similar security to accomplish any of the requirements of this CP shdl require
a aminimum triple- DES or equivdent for the symmetric key, and at least 1024 bit RSA or
equivaent for the asymmetric keys.
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6.1.6 Public Key Parameters Generation

Public key parameters prescribed in the Digita Signature Standard (DSS) shd | be generated in
accordance with FIPS 186.

6.1.7 Parameter Quality Checking

Parameter qudity checking (including primarily testing for prime numbers) shdl be performed in
accordance with FIPS 186, and additiond tests if specified by the USDA/NFC PKI Policy
Authority.

6.1.8 Hardware/Software Subscriber Key Generation

For subscribers, software or hardware shdl be used to generate pseudo-random numbers, key
pairs and symmetric keys, as set forth in the table below. Any pseudo-random numbers used for
key generation materia shal be generated by a FIPS approved method.

Assurance Level Key Generation M echanism
Basic Software or Hardware
Medium Software or Hardware
High Hardware only

6.1.9 Key Usage Purposes (as per X.509 v3 key usage field)

Public keys that are bound into certificates shdl be certified for use in Sgning or encrypting, but

not both, except as specified below. The use of a pecific key is determined by the key usage
extenson in the X.509 certificate. In particular, certificates to be used for digitd signatures
(induding authentication) shal set the digitalsignature and nonrepudiation bits. Certificatesto
be used for data encryption shall set the dataencryption bit. USDA/NFC CA certificates shall set
two key usage bits. cRLSgn and CertSign. Thisredtriction is not intended to prohibit use of
protocols (like the Secure Sockets Layer) that provide authenticated connections using key
management certificates.

6.2 PRIVATE KEY PROTECTION

6.2.1 Standards for Cryptographic Module

The relevant standard for cryptographic modulesis Security Requirements for Cryptographic
Modules latest version of FIPS 140 series. However, the USDA/NFC PKI PA may determine
that other comparable vaidation, certification, or verification Sandards are sufficient. 1F o,
those standards will be published by the USDA/NFC PKI1 PA. Cryptographic modules shdl be
vaidated to the latest versgon of the FIPS 140 series leve identified in this section, or validated,
certified, or verified to requirements published by the USDA/NFC PKI Policy Authority.
Additionaly, cryptographic modules used by the USDA/NFC CA shall be designed and
manufactured by companies approved by the USDA/NFC PKI Policy Authority.
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The table bdlow summarizes the minimum reguirements for USDA/NFC cryptographic modules:

Assurance L atest USDA/NFC Subscriber | Registration
Level version of Certification Authority
FIPS 140 Authority
series
Basic Required Levd 3 Levd 1 Levd 1
(Hardware) (Hardwareor | (Hardware or
Software) Software)
Medium Required Levd 3 Levd 1 Levd 2
(Hardware) (Hardwareor | (Hardware)
Software)
High Required Levd 3 Levd 2 Levd 2
(Hardware) (Hardware) (Hardware)

6.2.2 USDA/NFC CA Private Key Multi-person Control

Use of the USDA/NFC CA private signing key shal require action by multiple persons as set
forthin Section 5 of this CP.

6.2.3 Key Escrow of USDA/NFC CA Private Signature Key

Under no circumstances shall the USDA/NFC CA signature keys used to support non
repudiation services be escrowed by athird party.

6.2.4 Private Key Backup

6.2.4.1 Backup of USDA/NFC CA Private Signature Key

The USDA/NFC CA and subscriber roaming private signature keys shall be backed up under the
same mullti-person control as the origina signature key. One backup shall be kept at the
USDA/NFC CA facility, and another backup copy shdl be kept at the dternate “warmaite’.
Procedures to effect this shall be included in the CPS.

Additiondly, the NFC/CA is structured in a high availability configuration with a primary and

secondary system for backup as necessary.

6.2.4.2 Backup of Subscriber Private Signature Key

Subscriber private sgnature keys whose corresponding public key is contained in a certificate
asserting the USDA/NFC CA medium Assurance or basic Assurance policies may be backed up
or copied, but shal be held in the Subscriber’s contral.

Subscriber private signature keys whose corresponding public key is contained in a certificate
asserting the USDA/NFC CA high Assurance policy shdl not be backed up or copied.
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6.2.5 Private Key Archival
Loca private sgnature keys shall not be backed up, escrowed, or copied.

6.2.6 Private Key Entry into Cryptographic Module

USDA/NFC CA private keys shdl be generated by and remain in a cryptographic module. The
CA private keys may be backed up in accordance with Section 6.2.4.1.

6.2.7 Method of Activating Private Keys
The subscriber shdl be authenticated to the cryptographic module before the activation of any
private key(s). Acceptable means of authentication include but are not limited to pass-phrases,
PINs or biometrics. Entry of activation data shal be protected from disclosure (i.e., the data
should not be displayed whileit is entered).

6.2.8 Methods of Deactivating Private Keys
If cryptographic modules are used to store subscriber private keys, then the cryptographic
modules that have been activated shal not be left unattended or otherwise available to
unauthorized access. After use, the cryptographic module shdl be deactivated, e.g., viaamanua
logout procedure, or automatically after aperiod of inactivity as defined in the applicable CPS.
Hardware cryptographic modules shal be removed and stored in a secure container when not in
use.

6.2.9 Method of Destroying Subscriber Private Signature Keys

Subscriber private signature keys shdl be destroyed when they are no longer needed, or when the
certificates to which they correspond expire or are revoked. For software cryptographic
modules, this can be overwriting the data. For hardware cryptographic modules, thiswill likely

be executing a*“zeroize’ command. Physica destruction of hardware should not be required.

6.3 GOOD PRACTICES REGARDING KEY-PAIR MANAGEMENT

A subscriber’s key-pair that is used for digita sgnatures shall never be escrowed, archived or
backed up, because a subscriber can repudiate a transaction if thereis a copy of hisor her digital
sgnaure private key in existence.

For information that is encrypted, the subscriber shal use hisor her private encryption
(confidentidity) key to decrypt the information. If that private key islost or destroyed, or if the
subscriber departs the Agency without relinquishing the private key or acts mdicioudy, thereis
no way to decrypt the information. Thus, for business continuity reasons, a Subscriber
Organization shdl be able to escrow, backup or archive private keys used for decrypting files
and e-mails while not escrowing, backing up or archiving key-pairs used for authentication.
This means that two separate key pairs shal be employed.

6.3.1 Public Key Archival
The public key is archived as part of the certificate archival.
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6.3.2 Usage Periods for the Public and Private Keys

The USDA/NFC CA private Sgning keys shdl be used to sign certificates for not more than one-
hdf the certificate life. The certificates the USDA/NFC CA issues shdl be vaid for not more
than 10 years.

6.4 ACTIVATION DATA

6.4.1 Activation Data Generation and Installation

The activation data used to unlock USDA/NFC CA or subscriber private keys, in conjunction
with any other access control mechanisms, shall be protected at alevel gppropriate to the
strength of the keys and/or data being protected. It shdl satisfy the policy enforced at/by the
cryptographic module. Where pass phrases are used as activation data, the pass phrases shall be
generated in conformance with FIPS-112.

6.4.2 Activation Data Protection

Data used to unlock private keys shal be protected from disclosure by a combination of
cryptographic and physica access control mechanisms. Activation data should be memorized
and not written down. If written down, it shall be secured at the leve of the data that the
associated cryptographic moduleis used to protect, and shdl not be stored with the
cryptographic module. If the activation data must be tranamitted, it shal be via an gppropriately
protected channdl, and distinct in time and place from the associated cryptographic module. The
protection mechanism shdl include a facility to temporarily lock the account, or terminate the
gpplication, after a predetermined number of failed login attempts as set forth in the respective
CPor CPS.

6.4.3 Other Aspects of Activation Data
No dipulation.

6.5 COMPUTER SECURITY CONTROLS

6.5.1 Specific Computer Security Technical Requirements

Thefollowing computer security functions may be provided by the operating system, or through
acombination of operating system, software, and physica safeguards. The USDA/NFC CA and
its andllary parts shdl indude the following functiondity:

?? Require authenticated logins,

?? Provide Discretionary Access Control;

?7? Provide a security audit capability;

?? Restrict access control to USDA/NFC CA services and PKI roles;

?? Enforce separétion of dutiesfor PKI roles;

?? Require identification and authentication of PKI roles and associated identities;
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?? Prohibit object re-use or require separation for USDA/NFC CA random access memory;
?? Require use of cryptography for sesson communication and database security;

?? Archive USDA/NFC CA higtory and audit data;

?? Require sHf-test security related USDA/NFC CA services,

?? Require atrusted path for identification of PKI roles and associated identities,

?? Require arecovery mechanisms for keys and the USDA/NFC CA system; and

?? Enforce domain integrity boundaries for security critical processes.

When CA equipment is hosted on eva uated platformsin support of computer security assurance
requirements then the system (hardware, software, operating system) shdl, when possible,
operatein an evauated configuration. At aminimum, such platforms shal use the same verson
of the computer system as that which received the evaduation rating.

6.5.2 Computer Security Rating
No Stipulation.

6.6 LIFE-CYCLE TECHNICAL CONTROLS

6.6.1 System Development Controls
The System Development Controls for the USDA/NFC CA are asfollows:

?? The USDA/NFC CA shall use software that has been designed and devel oped under a
forma, documented devel opment methodol ogy.

?? Hardware and software procured to operate the USDA/NFC CA shall be purchased in a
fashion to reduce the likelihood that any particular component was tampered with (eg., by
ensuring the equipment was randomly selected at time of purchase).

?? Hardware and software developed for the USDA/NFC CA shdl be developed in a controlled
environment, and the development process shdl be defined and documented. This
requirement does not apply to commercid off-the-shelf hardware or software.

?? All hardware must be shipped or delivered via controlled methods that provide a continuous
chain of accountability, from the purchase location to the USDA/NFC CA physical location.

?? The USDA/NFC CA hardware and software shall be dedicated to performing one task: the
USDA/NFC CA. There shal be no other gpplications, hardware devices, network
connections, or component software ingtaled which are not part of the USDA/NFC CA
operation.

?? Proper care shall be taken to prevent malicious software from being loaded onto the
USDA/NFC CA equipment. Only applications required to perform the operation of the
USDA/NFC CA shdll be obtained from sources authorized by loca policy. RA hardware
and software shal be scanned for malicious code on first use and periodically theresfter.
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?? Hardware and software updates shal be purchased or developed in the same manner as
origina equipment, and be ingtaled by trusted and trained personnd in a defined manner.

6.6.2 Security Management Controls
The configuration of the USDA/NFC CA system as well as any modifications and upgrades shdll
be documented and controlled. There shdl be a mechanism for detecting unauthorized
modification to the USDA/NFC CA software or configuration. A forma configuration
management methodology shall be used for ingtalation and ongoing maintenance of the
USDA/NFC CA system. The USDA/NFC CA software, when firgt loaded, shall be verified as
being that supplied from the vendor, with no modifications, and be the verson intended for use.
For the USDA/NFC CA, theintegrity of the software shal be verified by the USDA/NFC CA
OA at least once aweek (e.g., in conjunction with CRL publication).

6.6.3 Life Cycle Security Ratings
No dipulation.

6.7 NETWORK SECURITY CONTROLS

The USDA/NFC CA and USDA/NFC Interna Directory shal be connected within a
USDA/NFC secure network segment. The USDA/NFC CA Border Directory shal be connected
to the Internet and provide continuous service (except, when necessary, for brief periods of
maintenance or backup). Information will be trangported from the Interna Directory to the
Border Directory using an automated mechanism.

The USDA/NFC CA shall employ appropriate security measuresto ensureit is guarded against
denid of service and intrusion attacks. Unused network ports and services shal be turned off.
Any network software present shal be necessary to the functioning of the CA.

The USDA/NFC CA CPS shdl define the network protocols and mechanisms required for the
operation of the USDA/NFC Border Directory CA. Any boundary control devices used to
protect the network on which PKI equipment is hosted shdl deny dl but the necessary services
to the PKI equipment even if those services are enabled for other devices on the network.

6.8 CRYPTOGRAPHIC MODULE ENGINEERING CONTROLS
Requirements for cryptographic modules are as stated above in Section 6.2
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7. CERTIFICATE AND CRL PROFILES
7.1 CERTIFICATE PROFILE

7.1.1 Version Numbers
The USDA/NFC CA shall issue X.509 v3 certificates.

7.1.2 Certificate Extensions

Rulesfor the inclusion, assgnment of vaue, and processing of extensions shdl be defined in

profiles. Certificate extensions used by the USDA/NFC CA shdl conform to the Federa

certificate profile established by NIST. These profiles shal be written to prescribe an

gopropriate amount of control over an infrastructure, yet be flexible enough to meet the needs of

the various CA’s and communities. Medium and Basic Assurance Levd certificates shall use

Federal PKI Version 1 Technical Specifications: Part E — X.509 Certificate and CRL Extensions
Profile. Whenever private extensons are used, they shdl beidentified inaCPS. Criticd private
extensons shdl be interoperable in their intended community of use.

7.1.3 Algorithm Object Identifiers
Certificates issued under this CP shdl use the following OID’ s for Sgnatures.

id-dsa-with-shal {is0(1) member-body(2) us(840) x9-57(10040) x9cm(4) 3}
sha {is0(1) member-body(2) us(840) rsadsi(113549) pkecs(1) pkes-1(1)
IWithRSAEncryption 5}

Certificates under this CP will use the following OID’ s for identifying the dgorithm for which
the subject key was generated:

id-dsa {is0(1) member-body(2) us(840) x9-57(10040) x9cm(4) 1}

RsaEncryption {is0(21) member-body(2) us(840) rsadsi(113549) pkcs(1) pkes-1(1)
1}

Dhpublicnumber {is0(1) member-body(2) us(840) ans-x942(10046) number-type(2)
1}

id- {joint-iso-ccitt(2) country(16) us(840) organization(1) gov(101)

keyExchangeAlgorithm dod(2) infosec(1) dgorithms(1) 22}

Certificates containing keys generated for use with DSA or for use with KEA shdl be signed
with id-dsa-with-shal. Keys generated for use with RSA shdl be signed using sha-
1WithRSAEncryption.
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7.1.4 Name Forms

Where required as set forth above, the subject and issuer fields of the base certificate shdl be
populated with an X.500 Ditinguished Name as specified in FPKI-PROF, with the attribute type
asfurther congtrained by [RFC2459].

7.1.5 Name Constraints
No dipulation.

7.1.6 Certificate Policy Object Identifier

Certificates issued under this CP shal assert the OID appropriate to the level of assurance with
which it was issued, as described in 1.2 of this CP.

7.1.7 Usage of Policy Constraints Extension
No dipulation.

7.1.8 Policy Qualifiers Syntax and Semantics
Certificatesissued under this CP shdl not contain policy qudifiers.

7.1.9 Processing Semantics for the Critical Certificate Policy Extension

Processing semantics for the critica certificate policy extenson used by the USDA/NFC CA
shdl conform to FPKI-PROF-.

7.2 CRL PROFILE

7.2.1 Version Numbers
The USDA/NFC CA shdll issue X.509 verson two (2) CRL’s.

7.2.2 CRL Entry Extensions
Detailed CRL profiles addressing the use of each extension shdl conform to FPKI-PROF.
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8. SPECIFICATION ADMINISTRATION

8.1 SPECIFICATION CHANGE PROCEDURES

The USDA/NFC PKI Policy Authority shal review this CP at least once every year. The
USDA/NFC PK1 Policy Authority shal maintain and publish a Certificate Policy Plan thet
describes anticipated changesto this CP. Errors, updates, or suggested changes to this CP shdl
be communicated to every CA and Subscriber. Such communication must include a description
of the change, achangejusdtification, and contact information for the person requesting the
change.

All policy changes under consderation by the USDA/NFC PKI Policy Authority shal be
disseminated to interested parties. All interested parties shall provide their comments to the
USDA/NFC PKI Policy Authority in afashion to be prescribed by the USDA/NFC PKI Policy
Authority.

In evauating the need for changes to this CP and the Object Identifiers it contains, the
USDA/NFC PKI Policy Authority will be guided by the language of RFC 2527, which states (in
section 4.8.1):

It will occasionally be necessary to change certificate policies and Certification Practice
Satements. Some of these changes will not materially reduce the assurance that a
certificate policy or its implementation provides, and will be judged by the policy
administrator as not changing the acceptability of certificates asserting the policy for the
purposes for which they have been used. Such changes to certificate policies and
Certification Practice Statements need not require a change in the certificate policy
Object Identifier or the CPS pointer (URL). Other changes to a specification will change
the acceptability of certificates for specific purposes, and these changes will require
changes to the certificate policy Object Identifier or CPSpointer (URL).

8.2 PUBLICATION AND NOTIFICATION POLICIES

This CP and any subsequent changes shdl be made publicly avalable within one week of
approval.

8.3 CPS APPROVAL PROCEDURES

The term Certification Practice Statement (CPS) is defined in the Internet X.509 Public Key
Infrastructure Certificate Policy and Certificate Practices Framework as "A statement of the
practices, which a Certification Authority employsin issuing certificates™ 1t isacomprehensve
description of such details as the precise implementation of service offerings and detailed
procedures of certificate life-cycle management. It shdl be more detailed than the corresponding
certificate policy described above. The USDA/NFC CA CPS, which is contained in a separate
document published by the USDA/NFC CA OA and approved by the USDA/NFC PKI Policy
Authority, specifies how the USDA/NFC CA CP will be implemented to ensure compliance with
its provisons in accordance with the USDA/NFC CA OA.
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10. ACRONYMS AND ABBREVIATIONS

CA
CARL
COMSEC
CP
CPS
CRL
CSOR
DN
DSA
DSS
ERC
FAR
FBCA

USDA/NFC CA
USDA/NFC CA

OA
FED-STD
FIPSPUB
FPKI
FPKI-Prof
GPEA
IETF

1SO

ISSO

ITU
ITU-T
ITU-TSS

LRA

MOA

Cetification Authority

Certificate Authority Revocation List
Communications Security

Cetificate Policy

Certification Practice Statement
Certificate Revocation List
Computer Security Object Registry
Didtinguished Name

Digita Sgneture Algorithm

Digita Sgnature Standard

Enhanced Reliability Check

Federd Acquistion Regulations
Federd Bridge Certificate Authority
USDA/NFC Cetification Authority
USDA/NFC Cetification Authority Operationa Authority

Federal Standard

(US) Federd Information Processing Standard Publication

Federa Public Key Infrastructure

Federd PKI X.509 Certificate and CRL Extensions Profile
Government Paperwork Elimination Act of 1998

Internet Engineering Task Force

Internationa Organization for Standardization

Information Systems Security Officer

Internationa Telecommunications Union

Internationa Telecommunications Union — Telecommunications Sector

Internationa Telecommunications Union — Telecommunications System
Sector

Loca Regigration Authority

Memorandum of Agreement (as used in the context of this CP, between an
Agency and the USDA/NFC PKI Policy Authority alowing interoperation
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between the USDA/NFC CA and Agency Principa CA)

NFC National Finance Center

NIST Nationd Ingtitute of Standards and Technology

NSA Nationa Security Agency

NSTISSI Nationa Security Telecommunications and Information Systems Security
Ingtruction

OCFO Office of the Chief Financid Officer

OID Object Identifier

OGC Office of General Counsdl

OMB Office of Management and Budget

PIN Persond | dentification Number

PKCS Public Key Certificate Standard

PKI Public Key Infragtructure

PKIX Public Key Infrastructure X.509

RA Regidration Authority

RFC Request For Comments

RSA Rivest- Shamir- Adleman (encryption agorithm)

SHA-1 Secure Hash Algorithm, Verson 1

SMIME Secure Multipurpose Internet Mail Extension

SSL Secure Sockets Layer

TSDM Trusted Software Development Methodol ogy

UMARS User Management and Regidration Systems

UPS Uninterrupted Power Supply

URL Uniform Resource Locator

U.S.C. United States Code

USDA United States Department of Agriculture

WwWw World Wide Web
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11. GLOSSARY

Access

Access Control

Accreditation

Activation Data

Agency

Agency CA

Applicant

Archive

Attribute Authority

Audit

Ability to make use of any information system (1S) resource.
[NS4009]

Process of granting access to information system resources only
to authorized users, programs, processes, or other systems.
[NS4009]

Forma declaration by a Designated Approving Authority that an
Information System is approved to operate in a particular
security mode using a prescribed set of safeguards at an
acceptable leve of risk. [NS4009]

Private data, other than keys, that are required to access
cryptographic modules (i.e., unlock private keys for sgning or
decryption events).

Any department, subordinate eement of a department, or
independent organizationd entity that is Satutorily or
condiitutionaly recognized as being part of the Executive Branch
of the Federd Government.

A CA that acts on behdf of an Agency, and is under the
operationa control of an Agency.

The subscriber is sometimes dso called an "gpplicant” after
applying to a certification authority for a certificate, but before
the certificate issuance procedure is completed. [ABADSG
footnote 32]

Long-term, physicaly separate storage.

An entity recognized by the USDA/NFC PKI Policy Authority or
comparable Agency body as having the authority to verify the
association of atributes to an identity.

Independent review and examination of records and activitiesto
asess the adequacy of system controls, to ensure compliance
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Audit Data

Authenticate

Authentication

Backup

Binding

Biometric

Certificate

Certification Authority
(CA)

Certification Authority
Revocation List (CARL)

with established policies and operationa procedures, and to
recommend necessary changes in controls, policies, or
procedures. [NS4009]

Chronologica record of system activities to enable the
recongtruction and examination of the sequence of events and
changes in an event. [NS4009, "audit trail""]

To confirm the identity of an entity when that identity is
presented.

Security measure designed to establish the vdidity of a
transmission, message, or originator, or ameans of verifying an
individua's authorization to receive specific categories of
information. [NS4009]

Copy of files and programs made to facilitate recovery if
necessary. [NS4009]

Process of associating two related elements of information.
[NS4009]

A physica or behaviord characteristic of ahuman being.

A digitd representation of information which at least

(1) identifies the certification authority issuing it, (2) names or
identifies its subscriber, (3) contains the subscriber's public key,
(4) identifiesits operationd period, and (5) isdigitaly signed by
the certification authority issuing it. [ABADSG]. Asused in this
CP, the term “Caertificate’ refersto certificates that expresdy
reference the OID of this CP in the “ Certificate Policies’ fidd of
an X.509 v.3 certificate.

An authority trusted by one or more users to issue and manage
X.509 Public Key Certificatesand CRL’s.

A dgned, time-stamped list of serid numbers of CA public key
certificates, including cross-certificates, that have been revoked.
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CA Faility

Certificate Management

Authority (CMA)

Cetification Authority
Software

Certificate Policy (CP)

Cetification Practice
Statement (CPS)

Cetificate-Rdated
Information

Certificate Revocation List
(CRL)

Catificate Status
Authority

The collection of equipment, personnd, procedures and
structures that are used by a Certification Authority to perform
certificate issuance and revocetion.

A Cetification Authority or a Regidration Authority.

Key Management and cryptographic software used to manage
certificates issued to subscribers.

A Cetificate Policy is a specidized form of adminigtrative
policy tuned to eectronic transactions performed during
certificate management. A Certificate Policy addresses al
aspects associated with the generation, production, distribution,
accounting, compromise recovery and adminigration of digital
certificates. Indirectly, a certificate policy can dso govern the
transactions conducted using a communications system protected
by a certificate-based security syssem. By controlling critical
certificate extensons, such policies and associated enforcement
technology can support provision of the security services
required by particular gpplications.

A gtatement of the practices that a CA employsin issuing,
sugpending, revoking and renewing certificates and providing
access to them, in accordance with specific requirements

(i.e., requirements specified in this CP, or requirements specified
in acontract for services).

Information, such as a subscriber's postal address, that is not
included in a certificate. May be used by a CA managing
certificates.

A lig maintained by a Certification Authority of the certificates
which it has issued that are revoked prior to their stated
expiraion date.

A trusted entity that provides on-line verification to aReying
Party of a subject certificate's trustworthiness, and may aso
provide additiond attribute information for the subject
certificate.
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Client (application)

Common Criteria

Component Private Key

Compromise

Computer Security Objects
Registry (CSOR)

Confidentiality

Cross-Cettificate

Cryptographic Module

Cryptoperiod

Daa Integrity

Digitd Sgnature

A system entity, usually a computer process acting on behdf of a
human user, that makes use of a service provided by a server.

A st of internationally accepted semantic tools and congtructs
for describing the security needs of customers and the security
attributes of products.

Private key associated with a function of the certificate issuing
equipment, as opposed to being associated with an operator or
adminigrator.

Disclosure of information to unauthorized persons, or aviolation
of the security policy of a system in which unauthorized
intentiona or unintentional disclosure, modification, destruction,
or loss of an object may have occurred. [NS4009]

Computer Security Objects Registry operated by the Nationd
Indtitute of Standards and Technology.

Assurance that information is not disclosed to unauthorized
entities or processes. [NS4009]

A certificate used to establish atrust relationship between two
Certification Authorities

The set of hardware, software, firmware, or some combination
thereof that implements cryptographic logic or processes,
including cryptographic agorithms, and is contained within the
cryptographic boundary of the module. [FIPS1401]

Time span during which each key setting remainsin effect.
[NS4009]

Assurance that the data are unchanged from creetion to reception.

The result of atransformation of amessage by means of a

cryptographic system using keys such that a Relying Party can
determine: (1) whether the transformation was crested using the
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Dud Use Certificate

Duration

E-commerce

Employee

Encrypted Network

Encryption Certificate

End Entity

United States Department
of Agriculture and
Nationa Finance Center
(USDA/NFC)

United States Department
of Agriculture and
Nationd Finance Center
Certification Authority
Membrane

private key that corresponds to the public key inthe signer’s
digitd certificate; and (2) whether the message has been dtered
since the transformation was made.

A certificate thet is intended for use with both digital Sgnature
and data encryption services.

A fidd within a certificate, which is composed of two subfidds:
“date of issug” and “date of next issue’.

The use of network technology (especidly the internet) to buy or
sdl goods and services.

Any person employed by an Agency as defined above.

A network that is protected from outside access by NSA

approved high-grade (Type 1) cryptography. Examples are
SIPRNET and SECRET networks.

A certificate containing a public key that is used to encrypt
electronic messages, files, documents, or data transmissions, or
to establish or exchange a session key for these same purposes.

Relying Parties and Subscribers.

The United States Department of Agriculture and National
Finance Center Authority conssts of acollection of Public Key
Infrastructure components (Certificate Authorities, Directories,
Certificate Policies and Certificate Practice Statements) that are
used to provide peer to peer interoperability among Agency
Principa Certification Authorities.

The United States Department of Agriculture and Nationa
Finance Center Certification Authority Membrane conssts of a
collection of Public Key Infrastructure componentsinduding a
variety of Certification Authority PKI products, Databases, CA
gpecific Directories, Border Directories, Externd Directories,
Firewalls, Routers, Randomizers, efc.
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USDA/NFC CA OA (OA) The USDA/NFC CA OA isthe organization sdected by the

USDA/NFC Public Key
Infrastructure Policy
Authority (USDA/NFC
PKI1 PA)

Firewdl

High Assurance Guard
(HAG)

Informetion System
Security Officer (1SSO)

Insde threat

Integrity

Intellectua Property

Intermediate CA

Key Escrow

USDA/NFC PKI PA to be responsible for operating the
USDA/NFC CA.

The USDA/NFC PKI PA isafederd government body
respongble for setting, implementing, and administering policy
decisons regarding interagency PKI interoperability that usesthe
USDA/NFC CA.

Gateway that limits access between networks in accordance with
local security policy. [NS4009]

An enclave boundary protection device thet controls access
between aloca areanetwork that an enterprise syssem has a
requirement to protect, and an externa network that is outside
the control of the enterprise system, with a high degree of
assurance.

Person respong ble to the designated approving authority for
ensuring the security of an information system throughott its
lifecycle, from design through disposa. [NSA009]

An entity with authorized access that has the potentia to harm an
information system through destruction, disclosure, modification
of data, and/or denial of service.

Protection againgt unauthorized modification or destruction of
information. [NS4009]. A date in which information has
remained undtered from the point it was produced by a source,
during transmission, storage, and eventud receipt by the
destination.

Useful artidtic, technical, and/or indudtria informetion,
knowledge or ideas that convey ownership and control of
tangible or virtua usage and/or representation.

A CA that is subordinate to another CA, and hasa CA
subordinate to itsdf.

A deposit of the private key of a subscriber and other pertinent
information pursuant to an escrow agreement or Smilar contract
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Key Exchange

Key Generation Materia

Key Par

Locd Regidration
Authority (LRA)

Memorandum of
Agreement (MOA)
Mission Support
Information

Mutud Authentication

Naming Authority

Nationd Security System

binding upon the subscriber, the terms of which require one or
more agents to hold the subscriber's private key for the benefit of
the subscriber, an employer, or other party, upon provisions set
forth in the agreement. [adapted from ABADSG, "Commercid
key escrow service']

The process of exchanging public keysin order to establish
Secure communications.

Random numbers, pseudo-random numbers, and cryptographic
parameters used in generating cryptographic keys.

Two mathematically related keys having the properties that

(1) one key can be used to encrypt a message that can only be
decrypted using the other key, and (2) even knowing one key, it
is computationdly infeasible to discover the other key.

A Regidration Authority with responshbility for aloca
community.

Agreement between the USDA/NFC PKI Policy Authority and
an Agency dlowing interoperability between the Agency and the
USDA/NFC CA.

Information that isimportant to the support of deployed and
contingency forces.

Occurs when parties at both ends of acommunication activity
authenticate each other (see authentication).

An organizationd entity respongble for assgning digtinguished
names (DN’s) and for assuring that each DN is meaningful and
unique within its domain.

Any telecommunications or information system operated by the
United States Government, the function, operation, or use of
which involves intelligence activities, involves cryptologic
activities rdlated to nationd security; involves command and
control of military forces; involves equipment thet is an integral
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NorRepudiation

Object I dentifier (OID)

Out-of-Band

Outside Threst

Physcdly Isolated
Network

PK1 Sponsor

part of aweapon or wegpons system; or is critical to the direct
fulfillment of military or intelligence missons, but does not
include a system that isto be used for routine administretive and
business applications (including payrall, finance, logigtics, and
personnel management applications). [ TMRA]

Assurance that the sender is provided with proof of ddivery and
that the recipient is provided with proof of the sender's identity
50 that neither can later deny having processed the data.
[NS4009] Technica non-repudiation refersto the assurance a
Relying Party hasthat if a public key is used to vadidate a digitd
signaure, that sgnature had to have been made by the
corresponding private Sgnature key. Legd non-repudiation
refers to how well possession or control of the private sgnature
key can be established.

A specidized formatted number that is registered with an
internationaly recognized sandards organization. The unique
aphanumeric/numeric identifier registered under the 1ISO
registration standard to reference a specific object or object class.
In the federd government PKI they are used to uniquely identify
each of the three policies and cryptographic dgorithms
Supported.

Communication between parties utilizing a means or method that
differs from the current method of communication (e.g., one
party uses U.S. Postdl Service mail to communicate with another
party where current communication is occurring online).

An unauthorized entity from outside the domain perimeter that
has the potentia to harm an Information System through
destruction, disclosure, modification of data, and/or denid of
sarvice.

A network that is not connected to entities or systems outside a
physically controlled space.

Fills the role of a Subscriber for non-human system components
that are named as public key certificate subjects, and is
responsible for meeting the obligations of Subscribers as defined
throughout this CP.
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Policy Management
Authority (PMA)

Principa CA

Privacy

Private Key

Public Key

Public Key Infrastructure
(PK1)

Regidration Authority
(RA)

Re-key (acetificate)

Body established to oversee the crestion and update of
Certificate Policies, review Certification Practice Statements,
review the results of CA auditsfor policy compliance, evduate
non-domain policies for acceptance within the domain, and
generdly oversee and manage the PKI certificate policies. For
the USDA/NFC CA, the PMA isthe USDA/NFC PKI Policy
Authority.

The Principal CA isa CA designated by an Agency to
interoperate with the USDA/NFC CA. An Agency may
designate multiple Principd CA’sto interoperate with the
USDA/NFC CA.

Restricting access to subscriber or Agency (Relying Party)
information in accordance with Federa law and Agency policy.

(1) Thekey of asgnature key pair used to create adigita
sgnature. (2) The key of an encryption key pair that is used to
decrypt confidentia information. In both cases, this key must be
kept secret.

(1) Thekey of asgnature key pair used to vaidate adigital
sgnature. (2) The key of an encryption key pair that is used to
encrypt confidentid information. In both cases, thiskey is made
publicly avallable normaly in the form of adigital certificate.

A st of policies, processes, server platforms, software and
workgtations used for the purpose of administering certificates
and public- private key pairs, including the ability to issue,
maintain, and revoke public key certificates.

An entity that is repongible for identification and authentication
of certificate subjects, but that does not sign or issue certificates
(i.e,, aRegidration Authority is delegated certain tasks on behalf
of an authorized CA).

To change the vaue of acryptographic key that isbeing used in
acryptographic system agpplication; this normaly entailsissuing
anew certificate on the new public key.
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Reying Party

Renew (a certificate)

Repository

Responsible Individud

Revoke a Certificate

Risk

Risk Tolerance

Root CA

Server

Signature Certificate

A person or Agency who has received information that includes a
certificate and a digita sgnature verifigble with referenceto a
public key listed in the certificate, and isin apostion to rely on
them.

The act or process of extending the vdidity of the data binding
asserted by a public key certificate by issuing anew certificate.

A database containing information and datarelating to
certificates as specified in this CP, may dso bereferredto asa
directory.

A trustworthy person designated by a sponsoring organization to
authenticate individua gpplicants seeking certificates on the
basis of ther affiliation with the sponsor.

To prematurdly end the operationa period of a certificate
effective a a specific date and time.

An expectation of |oss expressed as the probability that a
particular threat will exploit a particular vulnerability with a
particular harmful result.

Theleve of risk an entity iswilling to assume in order to achieve
apotentia desred result.

In ahierarchica PKI, the CA whose public key serves asthe
most trusted datum (i.e,, the beginning of trust paths) for a
security domain.

A system entity that provides a service in response to requests
from clients.

A public key certificate that contains a public key intended for
verifying digita sgnatures rather than encrypting data or
performing any other cryptographic functions.
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Subordinate CA In ahierarchical PKI, a CA whose certificate signature key is
certified by another CA, and whose activities are constrained by
that other CA. (See superior CA).
Subscriber A Subscriber is an entity that (1) isthe subject named or
identified in a certificate issued to that entity, (2) holds aprivate
key that corresponds to the public key listed in the certificate,
and (3) does not itsdlf issue certificates to another party. This
includes, but is not limited to, anindividud or network device
Superior CA In ahierarchical PKI, a CA who has certified the certificate
sgnature key of another CA, and who congrains the activities of
that CA. (See subordinate CA).
System Equipment A comprehensive accounting of al system hardware and
Configuration software types and settings.
Sydem High The highest security level supported by an information system.

Technica non-repudiation

Thresat

Trust Ligt

Trusted Agent

Trusted Certificate

[NS4009]

The contribution public key mechanismsto the provison of
technica evidence supporting a nor+repudiation security service.

Any circumstance or event with the potentia to cause harm to an
information system in the form of destruction, disclosure,
adverse modification of data, and/or denial of service. [NSA009]

Collection of trusted certificates used by Relying Partiesto
authenticate other certificates.

Entity authorized to act as arepresentative of an Agency in
confirming Subscriber identification during the regigtration
process. Trusted Agents do not have automated interfaces with
Certification Authorities

A cetificae tha istrusted by the Relying Party on the basis of
secure and authenticated ddlivery. The public keysincluded in
trusted certificates are used to start certification paths. Also
known as a"trust anchor”.
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Trugted Timestamp

Trustworthy System

Two-Person Control

Update (a certificate)

Zeroize

A digitdly sgned assartion by atrusted authority that a specific
digital object existed a a particular time.

Computer hardware, software and procedures that: (1) are
reasonably secure from intruson and misuse; (2) provide a
reasonable leve of availability, reliability, and correct operation;
(3) are reasonably suited to performing ther intended functions,
and (4) adhere to generdly accepted security procedures.

Continuous surveillance and control of positive control materia
at dl times by aminimum of two authorized individuds, each
capable of detecting incorrect and/or unauthorized procedures
with respect to the task being performed, and each familiar with
established security and safety requirements. [NSA009]

The act or process by which dataitems bound in an existing
public key certificate, especidly authorizations granted to the
subject, are changed by issuing anew certificate,

A method of erasing dectronically stored data by dtering the
contents of the data storage so as to prevent the recovery of the
data. [FIPS1401]
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